[bookmark: _fkdwhk18rqfk]Template
[bookmark: _1teau4dw1r0b]02/XX - XPM

	Date:
	
	Time:
	
	Participant:
	[bookmark: _izw8oswob7pk]Johnny

	Read entire tutorial?
	Read:
	 
	Compose:
	

	· 

	Virtru

	Order:
	
	Mistake?
	

	Correct Mental Model?
	

	· 

	Pwm

	Order:
	
	Mistake?
	

	Correct Mental Model?
	

	· 

	Tutanota

	Order:
	
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other




	Date:
	
	Time:
	
	Participant:
	[bookmark: _fa1n4c836964]Jane

	Read entire tutorial?
	Read:
	 
	Compose:
	

	· 

	PGP

	Order:
	
	Mistake?
	

	Correct Mental Model?
	

	· 

	IBE

	Order:
	
	Mistake?
	

	Correct Mental Model?
	

	· 

	Password

	Order:
	
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other





[bookmark: _wxmw4vqv7now]Study Notes
· Read tutorials froze when using Passwords without a unencrypted greeting. Fixed for 05/25 and later. Not encountered in all studies.
· People are confused whether the “got it” email needs to be encrypted. Don’t want to encrypt it.
· Likely tied to the fact that they no longer see the previous email body in the reply field. We used to have this.
· Can’t turn off encryption, but they think they should be able to.
· Items to tweak for next study
· Explicitly explain that the VM will wipe plugins and accounts.
· Reword the like/change/why field on the survey. People are constantly switching text between these boxes.
· Some people click “sign up” twice, triggering two SAW emails, only one of which will work. Been directing them to click the latest email, since that’s a flaw on us.
· Not actually a flaw, but something to consider.
· It is unclear what the keys are for. People click them in IBE and PGP, but no real indication of functionality.
· We should see if there is some strong effect to SUS scores based on demographics.
· Unlikely. The reviewers comment was kind of out of left field. I have never seen that sentiment displayed. I don’t have a problem collecting it at the end, but still weird.
· We need to pick better default key names.
· Interestingly, Inbox usage is nearly non-existent.
· Hunch - Johnny has a tendency to think Jane already knows what system we’re testing.
· Passwords are confusing when you want to reply to an encrypted message you don’t know how to decrypt. In all other the message just decrypts.
· Weird hover e
· Several times, had to remind Jane on the differences between PGP and IBE.
· Jane-participant with dyslexia appeared to struggle with transcribing confirmation codes.
· “It’d be a lot easier for me to see in lowercase.”


[bookmark: _3plnsnjszbjh]Study Log
[bookmark: _780q2aj3d7nv]06/07 - 4PM

	Date:
	6/7
	Time:
	4PM
	Participant:
	[bookmark: _alydgtkv8o08]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; no clue

	· Tried calling friend several times, but just got the answering machine. Friend called back moments later.
· Friend does not feel comfortable installing MG, Johnny called Jane annoying. 
· Johnny said trusts the software, so friend should install it.
· Johnny looked up encrypted email on Google. 
· Friend wanted Johnny to give info over phone, Johnny refused, because wasn’t supposed to do that.
· Called Jane and said, “I’m so proud of you.” after receiving conf code.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; is easier to hack

	· Used Google Chat throughout this task. Can’t tell if it is friend(Jane) or other friend.

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; don’t feel like they could break in.

	How was password sent?
	Phone call

	· Called friend to give password, but didn’t answer
· Friend called later to get password.

	Post-study Interview

	New favorite system
	No, still likes passwords.

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· Passwords: Couldn’t put anything in text box during passwords without refreshing.
· Unusual/Unique: “I don’t remember passwords having me create an account for the extension, whereas the other two did. I didn’t think account creation was necessary, so I like passwords.”
· 




	Date:
	06/07
	Time:
	4PM
	Participant:
	[bookmark: _h2p71hu68mb4]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) MG account password, or just hacking into email

	· Replying to friend before clicking anything, requesting details.
· Calling friend
· “What if it’s like a virus?”
· “I normally wouldn’t download that.”
· “Why do you trust it?”
· “Ok, I’ll look at this thing, but if it asks for any personal info I’m not signing up.”
· Refused to install, prompted her to do it anyways.
· Was hung up on the extension’s wide-ranging permissions.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) same as PGP - yeah, probably, just getting into my email

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) just get into gmail, because there’s no master password

	How was password sent?
	Phone call at first, but Jane didn’t answer. Google Hangouts next. Then back to phone

	· “Oh, my gosh.” - on receiving a phone call
· Killed it before answering.
· Eventually received the call
· First used password to decrypt reply body, but main message remained locked down. Eventually entered the same password again to decrypt the main body.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Would prefer PGP - because it has to be from your computer, if they were to get the info it would be a little bit harder.
· Other
· Still wouldn’t use MG - something more secure than Gmail



[bookmark: _xfkme8ksurzi]06/07 - 1PM

	Date:
	6/7
	Time:
	1PM
	Participant:
	[bookmark: _7ty5ma5s4mpi]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	1
	Mistake?
	SSN/PIN sent in greeting field

	Correct Mental Model?
	No, run algorithms to decrypt

	· Composed sensitive information in preamble. Reminded to send information securely, but said did.
· Tried to send, then called to have her install, then saw the instructional email and sent it. Was on the phone when friend saw email, encouraged friend to install. 
· Was reminded several times to secure the message contents before understanding.
· Tried to start the task over on the conf code page of the survey

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; same as PGP, doesn’t understand difference

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes, brute force guess password get the password somehow

	How was password sent?
	Text

	· Forgot to enter a recipient on first message
· Called to confirm password made it through text
· Couldn’t decrypt conf code message. Tried the pw 3 times and told friend they entered it incorrectly. Stayed on the phone trying to figure things out. Figured out CAPS lock was on. Used the Caps lock password to decrypt the message.

	Post-study Interview

	New favorite system
	Passwords, because it would be the least headachey and you are that sensitive with your information, it would be good.

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· good password would provide good security.
· “I just put my message into a black box, then saw that Matrix(movie) looking thingy.”
· Problems: First didn’t know you could type into dark box to encrypt, it just looked like a black box. CAPS lock on passwords was also frustrating, but that was more human error. 
· Unusual: It didn’t seem too rushed or hurried, which was good (“Because she doesn’t react too well to pressure” (Pointing over at other room))
· “Encrypted message looked like something out of the matrix.”
· Two person: “It was more comfortable, but I think either way it would have been fine.”
· Ideal System: “That seemed pretty well set up” “I didn’t really have many complaints about how it worked.”




	Date:
	06/07
	Time:
	1PM
	Participant:
	[bookmark: _7m9egjd1f3cx]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) pick up my phone and unlock it

	· She recognized what the mistake was when sending in the preamble, without explanation.
· I did say that there *was* a mistake, just not what it was.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) pick up my phone and unlock it

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(yes) they’d need the password

	How was password sent?
	Text

	· “What the haybales” upon installation
· Set new password with reply, then told Johnny over phone
· It was the same password as before.
· Tried a couple back-and-forths, before they realized she used caps lock on password entry

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Still like the idea of a long-lived password, not stored somewhere randomly, that if you randomly delete it, there goes every encrypted email you got
· I like to cut out the middleman.
· Other
· You were worried you wouldn’t be able to install/use the software I think. How do you feel now?
· I just don’t like downloading things I don’t know how they work.
· “I’m just a skeptic in general, I like to know how things work.”
· No idea how or why though
· Don’t understand how non-password systems are secure
· If they might not be able to read it, why can’t I add a greeting in replies



[bookmark: _4k92oaf5j73p]06/07 - 11AM

	Date:
	06/07
	Time:
	11AM
	Participant:
	[bookmark: _tckblo2iyyg5]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; no difference from IBE go through phone

	· Instead of sending instructional, called friend to talk. Then decided to send instructional.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; go through phone

	· Composed email, then wanted to know if Tutorial could be replayed after playing with the key drop down a couple times.

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; go through phone

	How was password sent?
	Text

	· When conf code message received, tried putting in new password several times with no success, then texted friend for help. This pattern continued for a long while.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other




	Date:
	06/07
	Time:
	11AM
	Participant:
	[bookmark: _t6vaxxtpukqy]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· Somehow the extension stopped working; had to manually disable/re-enable it.
· Check recording for details.
· Somehow email was not verified on the keyserver, so no key was auto-generated. Manually verified email identity, instructed Jane to disregard issue during survey.

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes…?) if I’m logged in, downloaded it, pre-approved it, he can just read it.

	· 

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) gmail password, and if extension downloaded

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(yes) extension+password

	How was password sent?
	Text

	· “This isn’t spam bro, trust me.” - greeting contents
· Very confused on the encryption overlays - didn’t read password, so all replies were locked down. Didn’t try composing new message. - and then he did.
· Disabled the extension while waiting for reply from friend, not on purpose though
· Had to manually disable/re-enable
· Used different password to send.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other


[bookmark: _fnsskkfpeq8n]
[bookmark: _4378vixj6lm4]06/07 - 10AM

	Date:
	06/07
	Time:
	10AM
	Participant:
	[bookmark: _msox7ia3quv6]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; Sign into email

	· 

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; sign into email

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes/No; Sign into email and have password.

	How was password sent?
	Phone clue

	· Used dropdown to add first key.
· Used a clue over the phone to give password “My favorite phrase + my birth year”

	Post-study Interview

	New favorite system
	PGP

	· Questions to ask post-survey
· Thoughts after explaining security model
· Before, I thought that they were all the same, I thought it was cool that they protected messages. I couldn’t see any difference between PGP and IBE.
· Other
· Two person study: “I liked it, it was good, it was easy”
· Ideal system: “I just can’t think of anything more amazing than these ones. It does everything it needs to, right?”




	Date:
	06/07
	Time:
	10AM
	Participant:
	[bookmark: _y1jjwku8piw7]Jane

	Read entire tutorial?
	Read:
	Yes 
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) get on my email

	· 

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) same as PGP

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(yes) get on my email and know the password

	How was password sent?
	Phone call

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Still PGP favorite - appears to be the most secure
· Other


[bookmark: _j2rugkw0f0wv]
[bookmark: _xapugmhxt5y3]06/06 - 2PM

	Date:
	6/6
	Time:
	2PM
	Participant:
	[bookmark: _npzhrkto4jos]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; same as IBE

	· Spent a good deal of time on Google chat again. Most likely communicating about the task at hand, because it went fairly quick.

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; log into email

	· Went the MG website, then started chatting on Google Chat. Needed to be reminded to install the tool.
· Signed up with a “gamil.com” email address, so had to sign up again.
· Started composing a second encrypted email with the sensitive info… Then closed it, then started another one… Turns out, was sending SSN and PIN separately, maybe first email was just a test?

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Yes;

	How was password sent?
	Text

	· Continued to use Goolge chat copiously.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other



	Date:
	6/06
	Time:
	2PM
	Participant:
	[bookmark: _1npudncb5wfm]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) same as IBE

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no (?)) get on receiving computer, or somehow beat the encryption from a third computer that’s not in the exchange.

	· 

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) get on receiving or sending computer

	How was password sent?
	Text

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Did you do the compose tutorial?
· Thoughts after explaining security model
· Other




[bookmark: _j88z6cb46t55]06/06 - 1PM

	Date:
	6/06
	Time:
	1PM
	Participant:
	[bookmark: _mt5bs72tjmke]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; decrypt it, uncode it, or hack password from email

	· Encountered a bug from email address entry. It said there were no recipients, even though there was. Fixed when the participant clicked out of the to field and the labeled email address showed up.
· Install conf did not show up in inbox. Refreshed to show it. Refresh made encryption turn off, so the participant looked at the encrypted package for a second, then turned encryption on.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Yes; Hack both gmail and MG account

	· Ran into problem by clicking on mg verification link from first test.

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Email, then phone call

	· Used clues for password “name of the complex we live in”

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other




	Date:
	6/06
	Time:
	1PM
	Participant:
	[bookmark: _cojy1okrs9fk]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· Not a Gmail user, or at least the account is fresh

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) - need encryption key

	· 

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) no idea how it works

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(yes) they’d need the password

	How was password sent?
	Phone

	· When replying with conf code, set new password

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Friend emailed after sending p/w data - what did it say?
· Thoughts after explaining security model
· PGP is still preferred - easy to use, key stored in my computer makes me feel pretty secure.
· Other
· Couldn’t tell which password was right - he created two


[bookmark: _wiltxia1kcwd]
[bookmark: _24phe3o4b9c0]06/06 - 11am

	Date:
	6/6
	Time:
	11am
	Participant:
	[bookmark: _iptza2fvztnb]Johnny

	Read entire tutorial?
	Read:
	 
	Compose:
	

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	· 

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	Text at first, then EMAIl

	· Tentative about installing. Once installed, explored the mg website before going to gmail. Signed in, then went back to mg site and started clicking around. Finally went back to gmail and started composing.
· Chose a very long password, but might just be the alphabet.
· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other




	Date:
	6/06
	Time:
	11AM
	Participant:
	[bookmark: _d352d1u92oy6]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	· 

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	Text, then email

	· Never saw incoming password
· Tried replying to ask, didn’t let her
· Opened new compose window
· Asked for password over email, and received it.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other



[bookmark: _pbq2uwujq1iq]06/06 - 9AM

	Date:
	06/06
	Time:
	9AM
	Participant:
	[bookmark: _jymvfs49mxjh]Johnny

	Read entire tutorial?
	Read:
	 No
	Compose:
	No

	· Participant was a part of the PWM study (Didn’t know this study was somewhat related)

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; have access to chrome account

	· Confused about download and install, weirded out by different homepage and having to sign up.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; same as pgp

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Phone call

	· Weak password “kitty”
· First received email asking for password, then received call asking for password
· Got empty email from friend, was confused, clicked on password key button a bunch and asked why it wasn’t working

	Post-study Interview

	New favorite system
	No, IBE still sounds good

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· Problems: PGP didn’t tell me the requirements for the password. PGP was annoying, because my friend had to install it firest. Passwords didn’t like because had to share password (Might as well share sensitive infor while was at it.




	Date:
	06/06
	Time:
	9AM
	Participant:
	[bookmark: _uo3puen8sms1]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	No

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) Have my email/password

	· 

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes) Email / MG password. I feel like a lot of people use their email password just so they can remember it, so I think it’d be pretty easy to access, which I mean you’re not supposed to do that, but I think people do because it’s easy to forget.
GET FULL QUOTE - 10:19AM

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(yes) know the password to access the message. Would probably still need my email too. Either my email or my friend’s email.

	How was password sent?
	Phone call

	· Didn’t get password, asked via email for it.
· First tried replying, but it wouldn’t let her, so she opened a new compose window.
· Received response, then made phone call.
· Couldn’t compose reply, reply overlay already locked. Entered password again, unlocked the reply, sent it empty, then composed new reply.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· I think I would need validation for IBE that no one’s gonna be able to break into MessageGuard. I’d need some reassurance that it’s not easy to break into, for me to go along with that one.
· Still thinking I like PGP
· I like the way it’s set up better, I don’t know how hard it is to break into my computer.
· Other
· Wasn’t very familiar, the whole time I felt like I was troubleshooting
· First and last were not very direct with what I was supposed to do
· Second one was less confused
· PGP was more clear; explicit step-by-step instructions.
· IBE, it’s just “here’s this message that I don’t know what to do with.”



[bookmark: _wfh3hickh9gr]
[bookmark: _g7vrum6ywr3i]06/03 - 4PM

	Date:
	6/3
	Time:
	4PM
	Participant:
	[bookmark: _strpi0w5e708]Johnny

	Read entire tutorial?
	Read:
	 yes
	Compose:
	yes

	· Participant is a PhD student in Mechanical engineering. Says “I like to do studies, because it helps me get a better idea of what I can do in my field.”

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes/No; steal physical device or break encryption key

	· Had inbox, spent some time reverting back to gmail

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes/No; same as pgp steal physical device or break encryption key, but they may be able to spoof the recipient

	· Looked at old message that had error due to no key
· Jane’s side ran into some problems that led to problems decrypting over here.

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Yes, password strength makes it easier or harder to hack

	How was password sent?
	Phone call

	· Used dropdown to create password key
· After some questions about sending the password to friend, I encouraged the participant to do what the participant thought would be best.
· Shared password with friend “My name is tom”
· Friend called to give password for conf code message password
· Final conf given over phone.

	Post-study Interview

	New favorite system
	No

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· Problems: Just IBE when he had multiple email addresses and couldn’t decrypt. 
· “I just need to have more trust in the service that I’m using, to make sure that they’re not hacked and they can get my stuff.”
· 




	Date:
	06/03
	Time:
	4PM
	Participant:
	[bookmark: _le4oy5jaidbd]Jane

	Read entire tutorial?
	Read:
	 
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(yes) get into my computer - has to have chrome extension installed (seems like an accident - see IBE)

	· Problem with sending conf codes - gmail changed the reply to email, to one that wasn’t listed in the keyserver. Jane figured it out on his own after we’d talked a bit, and changed it back.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) same as PGP

	· Had issues, same as with PGP. Johnny had two email addresses. Got it sorted eventually.

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes) crack password.

	How was password sent?
	Phone

	· Added key even in reply to ssn/pin
· Actually, it was a different password.
· Sent via phone call

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Passwords were cumbersome? (SUS-8)
· Cumbersome to tell a password every time, silly to have to use a password
· Most people do n’t use secure passwords anyways.
· GET QUOTE - 5:08PM
· Thoughts after explaining security model
· Other


[bookmark: _4zhov1o4h268]
[bookmark: _r88eiq9z5ubd]06/3 - 3PM

	Date:
	6/3
	Time:
	3PM
	Participant:
	[bookmark: _814d5pomlm7w]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; login into email

	· Looked at error message from last task.

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; login into email

	· Participant asked how was supposed to encrypt. Was told do what thinks best to complete task. Eventually clicked on compose and figured it out through tutorial.
· While waiting for conf code, participant explored and clicked around the key server a little bit.
· Also looked at ISRL site while waiting.

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; login into email

	How was password sent?
	email?

	· 

	Post-study Interview

	New favorite system
	No

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· No problems,
· Nothing unusual
· Two person study: “Good” “Fine” “There’s just kinda that ease of having each other’s emails.”
· Ideal system: “Email would be just encrypted, automatically built in to the app, wouldn’t even know it’s there.” “I don’t feel like I’m in a field or a place where I’ve even needed it. I thought this was fine, it was easy enough to install and use.”




	Date:
	6/03
	Time:
	3PM
	Participant:
	[bookmark: _m7e5k44wuehz]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) same as IBE

	· Wasn’t going to notify friend that she’d installed. Prompted to take a second look at the instructional email, but Johnny sent the email to her in the meantime

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) just open my email

	· Very wary of extension installation
· I think she just wasn’t sure how extensions worked.
· “I’ll just go ahead and add it. Just so long as it’s not gonna do something funky.”

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes) they’d need the password

	How was password sent?
	Email

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· How’d you get the password?
· Thoughts after explaining security model
· Still IBE, the most straightforward and simple, the least amount of steps.
· They all seem pretty safe, so safety doesn’t seem to be a very big concern for me.
· Other



[bookmark: _ffog48duxybo]06/3 - 2PM

	Date:
	6/3
	Time:
	2PM
	Participant:
	[bookmark: _8a9vf4tyqnbw]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; log onto email account from any computer

	· Tried to sent message right sending instructional. Must not have read full instructional...

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; log onto email account from any computer

	· Replied to unencrypted message from friend.
· 

	Password

	Order:
	2
	Mistake?
	Sent Password through Email

	Correct Mental Model?
	Yes

	How was password sent?
	Email

	· Weak password

	Post-study Interview

	New favorite system
	No change

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· Couldn’t differentiate between IBE and PGP
· Two person: “I felt like it made me trust the system more, because it was coming from somebody I knew”
· “It made me trust that nothing was going to happen to my stuff.”
· “If it hadn’t been him, I would have been more wary of downloading something like this.”




	Date:
	06/03
	Time:
	2PM
	Participant:
	[bookmark: _alrgsju8v08o]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) just log into gmail

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) just log into gmail

	· “Am I supposed to install this?”
· Replied to packaged email without installing.
· Then played around and started creating an account

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(yes) they’d have to know that password

	How was password sent?
	Email

	· (bad encryption password)

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Didn’t realize IBE was secured using the website.
· Other



[bookmark: _405ezejlvxc7]06/03 - 1PM

	Date:
	06/03
	Time:
	1PM
	Participant:
	[bookmark: _opjxd8onkrzj]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No: Same as IBE, doesn’t know difference, They would need encryption key, or log into email, get onto your computer

	· Compose tutorial worked this time, so the participant was able to read.
· Got red error message for old message.

	IBE

	Order:
	1
	Mistake?
	Sent sensitive info in preamble

	Correct Mental Model?
	No:They would need encryption key, or log into email, get onto your computer

	· “But I don’t want to create an account.”
· Compose tutorial cut out part way through, maybe because participant closed it
· Because the study was already running way behind schedule, I called the participant’s attention to the preamble message. Got a big “OH”
· Composed a fairly long preamble.

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	In person

	· Used add password drop down to add first password.
· Friend did not answer phone, pw shared in person.
· “correcthorsebatterystaple” as pw, need I say more?
· Ironically, one of the worst passwords around these days.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other




	Date:
	06/03
	Time:
	1PM
	Participant:
	[bookmark: _9b7gykfu0sky]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· “I just think it’s weird that you’re emailing SSNs and PINs over the Internet.” (before any systems)

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) same as IBE

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) just access to my email

	· Would not install MessageGuard on his own. Prompted him to install. (Also I think would not click the “Click here to install” button on his own either.
· Bad IBE account password, 123456789

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes) they’d need the password.

	How was password sent?
	Phone call at first, but it was silent. Reverted to in-person

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other



[bookmark: _2q42dpxqw9zh]
[bookmark: _3s071jm1wjd]06/03 - 12PM - Reject

	Date:
	6/3
	Time:
	12PM
	Participant:
	[bookmark: _n280inijqqn3]Johnny

	Read entire tutorial?
	Read:
	 
	Compose:
	

	· Case issue on email address for IBE, low score, possible outlier, bad data.

	PGP

	Order:
	1
	Mistake?
	Sensitive info sent in greeting

	Correct Mental Model?
	Not enough time to ask

	· Sensitive info sent in greeting first time. To my shame, I missed this but other coordinator caught it. Had participant resend, notifying participant that it wasn’t secure the first time.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Not enough time to ask

	· Jane having problems decrypting, other study coordinator requested resend of sensitive info.
· Had to resend, because email wasn’t all lower case in first two.

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Not enough time to ask

	How was password sent?
	Text

	· Tried to open “add password” link to decrypt confirmation code message, but it opened to a blank page. Figured out the participant was looking at old email and that threw a wrench in things. 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other




	Date:
	06/03
	Time:
	12PM
	Participant:
	[bookmark: _clnotjptp905]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) know your email password

	· 

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) same as PGP

	· Had problems - email was sent to email address with upper-case letter in it, while Jane generated her IBE key all lower-case. Had Johnny re-send with destination as all lower-case

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes) they need the password

	How was password sent?
	Text

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other



[bookmark: _31jcpf6hpf36]
[bookmark: _gu5hvkkqt43z]06/3- 11AM

	Date:
	6/3
	Time:
	11AM
	Participant:
	[bookmark: _10egnehcghis]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; Don’t know how hackers do what they do.

	· Friend called after received instructional email.
· Received install confirmation from friend through email though was already on the phone with friend.
· “It’s a cool system. Did you guys create it?”

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; Don’t know how hackers do what they do.

	· Several minutes after sensitive info sent, received call from friend 

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Yes; figure out password

	How was password sent?
	Over the phone

	· 

	Post-study Interview

	New favorite system
	No, still likes IBE

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· Why liked IBE: “There were fewer steps to it. I didn’t have to wait for my friend to install the system and I didn’t have to give a password.”
· Other thoughts: MessageGuard can read all of everythng (extension message). “I wouldn’t have installed the extension outside of the study because of that message.”




	Date:
	6/3
	Time:
	11AM
	Participant:
	[bookmark: _umi0qt8zf75m]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) log into their email, if they have the plugin they could see it.

	· “If I were an accountant, I would not have them send this info over email.”
· “Can I call her?” Yes. And eventually the info must travel over email.
· “I normally don’t download software onto my computer.” (in phone call to Johnny)
· “I’m always hyper-conscious when I’m in an observed study.”
· “Ok, let’s download the malware.” (concern about it being able to read and modify all data on all sites)
· Googling “MessageGuard”

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) same as PGP, except for sign-up interface

	· Called Johnny to double-check that he’d received the right numbers.

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes) they’d need the message password, but not sure if it would stay unencrypted

	How was password sent?
	Phone

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· PGP vs IBE - why was PGP your favorite?
· Liked “tutorial” email at the start
· Until you install messageguard, you don’t have encrypted data on your account; not exactly more secure, but can help users feel more secure.
· In IBE, anyone with access to your email could have already created an account and gotten your key.
· Would you be comfortable using this software to send your own ssn?
· I don’t know a ton about it, it would seem usable.
· Thoughts after explaining security model
· PGP needs access to your hardware, which depending on your situation could be harder or easier.
· They serve different functionalities. There’s a lot of hassle with sending and receiving passwords
· GET QUOTES - 11:59
· Other
· “Click here to install” was weird, we need a more authentic-looking email
· HTTPS was the only reason I created an account.
· Could use more explicit instructions in the email



[bookmark: _b870j93krpzl]06/03 - 9AM - Reject

	Date:
	6/3
	Time:
	9AM
	Participant:
	[bookmark: _ddqunbqi1xr6]Johnny

	Read entire tutorial?
	Read:
	 No
	Compose:
	No

	· 7.5 SUS score for IBE, extreme outlier, probably bad data

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; have to get into email or recipient's email.

	· Had some problems signing up for an account(had a space at the end of the email address)
· Tried to send the email right after sending instructional, even though the email does not contain the sensitive info and there is no way friend could have installed in 1 second.
· “Do I need to send the SSN and PIN in different emails?” “No”
· Sent message before she had confirmation from friend that software was installed.
· Opened own sent message, saw read tutorial, closed it immediately
· Clarified the role playing situation, because participant wanted to know if needed to send a confirmation code to friend.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; same as PGP, have to get into email or recipient's email.

	· Didn’t know what had to do with key. Thought had to create one like passwords.
· Tried to send a new email on the thread used for the last test after sending the SSN and PIN through a fresh thread. This made a red “you don’t have the proper key to decrypt this message” This was confusing and made the participant think the friend couldn’t decrypt the message, even though he already did and the participant didn’t know it yet. This made the participant think the original message didn’t get through, so the participant started sending the sensitive info again.
· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; get into email, phone, other things you own, accessing those things wouldn’t be hard.

	How was password sent?
	Text

	· Made initial password through “add password key button”

	Post-study Interview

	New favorite system
	IBE, but would need more time to understand.

	· Questions to ask post-survey
· Did you send the password through text and text only?
· Thoughts after explaining security model
· Other
· Problems: Didn’t know what IBE key was doing. Passwords was very simple. Passwords would be kinda confusing having to send password to someone else, because a good hacker would be able to access your texts or phone calls. Likes idea of master password, because it is only something you know.
· “I really like MessageGuard, it is a good idea.”
· 




	Date:
	06/03
	Time:
	9AM
	Participant:
	[bookmark: _wa3vpgfkz55v]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no)

	· Confused on keyserver - thought he still had to install the extension

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no)

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no)

	How was password sent?
	Text

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Like PGP better - the idea that you can have one super-secure computer
· GET FULL QUOTE
· Other
· Password seems almost redundant, would make it easier?



[bookmark: _gqjkgfwmr3xt]
[bookmark: _zct4iryn1g7v]06/02 - 4PM

	Date:
	6/2
	Time:
	4PM
	Participant:
	[bookmark: _huiprol6wmv]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No, no idea at all, break encryption key

	· Asked if could communicate otherwise through phone. Responded in the affirmative.
· Started texting friend after instructional sent.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No, no idea at all, break encryption key

	· 

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· 

	Post-study Interview

	New favorite system
	Now doesn’t have a favorite system, each has its own benefits. Probably about on PAR.

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· Two person study: Jane didn’t know what role Johnny was playing (i.e. malicious)
· Ideal System: Liked the idea of a master password.




	Date:
	06/02
	Time:
	4PM
	Participant:
	[bookmark: _b9e7ajhgpd9a]Jane

	Read entire tutorial?
	Read:
	 No (check)
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) just need to get into your email

	· Hesitant on auto-generated install prompt
· “I don’t want to click on anything that might hack my email.”
· GET FULL QUOTE - 4:18pm
· After back-and-forth, still very wary. Told her to go ahead and proceed.
· Very wary of extension install prompt, visiting (mostly bare) webstore.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) same as PGP
Didn’t see any real difference except the invite to download

	· Wary again of packaged message

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes) just need the password

	How was password sent?
	Text

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Any benefit to the greeting?
· Auto-generated message felt fake, but greeting was legit
· Passwords - favorite system, but not usable?
· Password felt more secure, but not as usable, some outside system in order to get the password.
· Thoughts after explaining security model
· Stick with passwords, my dad accesses my laptop, I trust him, but there’s others that would use that against.
· FULL QUOTE
· Other
· A lot more comfortable after realizing the purpoase was testing the system


[bookmark: _2kp1n257c2v5]
[bookmark: _2c0hmj4q082]06/2 - 3PM

	Date:
	6/2
	Time:
	3PM
	Participant:
	[bookmark: _6s6ikbdonwhk]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; access my account and her account

	· Black font still showing up on encryption boxes. Must be something about her Gmail theme?

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes! Get key from MessageGuard account

	· Black text showed up in encrypted boxes, told not to effect evaluation

	Password

	Order:
	
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Google Hangout

	· Started chatting with friend on Google Chat

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other




	Date:
	6/02
	Time:
	3PM
	Participant:
	[bookmark: _k6mfwa4mx9f0]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· Told me she had set up an alias, so her email would appear to come from outlook. Offered to disable it temporarily; took her up on it.
· INCREDIBLY good gmail password, very very long
· Biochem major

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) same as IBE

	· Back-and-forth on Google Hangouts. Finally received instructional email
· She did something that made the read overlay produce an error, around 3:42pm. I wonder what it was.
· Had a bit of fun with fonts when composing conf code response.

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) just open up my laptop, or any connected device

	· Reading up on ISRL research site.
· Actually reading the account info modal.
· Actually visiting the Chrome Webstore listing first

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes) need the password

	How was password sent?
	Google Hangouts

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other




[bookmark: _d7jbf9cfa5w]06/2 - 2PM

	Date:
	6/2
	Time:
	2PM
	Participant:
	[bookmark: _deaes9lfpisk]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; same as first system, get the password for email

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; get the password for email

	· Received email from friend asking for help, replied with an  encrypted email.

	Password

	Order:
	2
	Mistake?
	Password share over email

	Correct Mental Model?
	Yes

	How was password sent?
	Text then Email

	· Seemed very confused by old encrypted messages that couldn’t be read any more.
· Sent and received many unencrypted emails 
· Watch screen capture to understand what the two participants were doing.

	Post-study Interview

	New favorite system
	No, still likes PGP

	· Questions to ask post-survey
· What did you think when you saw those old messages that couldn’t be decrypted?
· Thoughts after explaining security model
· Other
· Problems: Passwords… “Either I missed something or… I was just confused about the passwords and how to use those. We solved this by using unencrypted email to send the passwords to eachother.”
· Two person: “I like this, because you know who you’re talking to. It’s less weird.”




	Date:
	6/02
	Time:
	2PM
	Participant:
	[bookmark: _iiu85ioya73g]Jane

	Read entire tutorial?
	Read:
	 No
	Compose:
	No

	· Asked if she could text, told her she could. “It’s taking her forever to write this down.”

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) same as IBE

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) email account password

	· Replied with something to encrypted email before confirming identity to keyserver

	Password

	Order:
	2
	Mistake?
	Sent own password over email

	Correct Mental Model?
	(yes) email password and sender’s password

	How was password sent?
	Email

	· Sent email requesting password.
· Sent blank email encrypted with some password
· Lots of back-and-forth
· Sent her own password via plaintext email?

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· IBE still favorite: just easiest to use
· “I understand how it’s working better.”
· Other
· Passwords: didn’t know what password they were referring to, if it was the password to the account.



[bookmark: _c3jd5p9phaz]06/02 - 1PM

	Date:
	6/02
	Time:
	1PM
	Participant:
	[bookmark: _72lr7x6ymxo6]Johnny

	Read entire tutorial?
	Read:
	 
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; break encryption, good with computers

	· Participant made sure should use her own email address.
· Had to ask friend for email address
· Participant asked if deleted emails would reappear after the study.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; same as PGP, break encryption, good with computers

	· 

	Password

	Order:
	2
	Mistake?
	Password sent through email

	Correct Mental Model?
	Yes

	How was password sent?
	Email

	· Seemed a little confused, as if was looking for a sign up button
· Asked what should do to send the password, for instance through email. Told to do what thought was best

	Post-study Interview

	New favorite system
	No, still likes the first

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· Problems: For passwords, didn’t know needed password, but it directed me to where I should put a password.
· Asked a lot of question post-suvery, wanted to know how the systems worked in more detail.
· Two person study: Was a little more uncertain about how much friend would understand (From Johnny’s perspective)
· Easy to figure out, really easy to do. There was some uncertainty with passwords and getting the software to work.
· Ideal System: 
· Encrypt images or videos, or just attachments.




	Date:
	06/02
	Time:
	1PM
	Participant:
	[bookmark: _zare86w0lygh]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· Answered “Disagree” to every first SUS question - “I would like to use this system frequently.”

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(No) log into gmail, linked to gmail

	· Composed “I’ve-got-it-installed” message, then activated encryption, then disabled encryption; just playing around I think.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(No) same as PGP

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(yes) need to get the password. If the password was “forever-deleted”, there’s no way they could do it.

	How was password sent?
	Email

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Password is still the best, because they just need to know the password. I guess it’d be easy to guess, but it’s up to you on how difficult to make it.
· Other






[bookmark: _7k5o1asotilu]06/02 - 11AM

	Date:
	06/02
	Time:
	11AM
	Participant:
	[bookmark: _k697tw5rf8cs]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	No

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; left email open, besides that doesn’t know (same as IBE)

	· Participant made sure had to sign up again.

	IBE

	Order:
	1
	Mistake?
	Yes, in preamble

	Correct Mental Model?
	No; left email open, besides that doesn’t know

	· Sent the sensitive information in the preamble!
· Was instructed to send the information securely, and the participant figured it out from there.
· Participant emailed herself instead of friend and was instructed to recompose and send to friend.
· Wondered whether final conf had to be encrypted. Told to do what thought was best.
· As survey started, “Wow, I did such a terrible job.”

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes, hear me say it over the phone, know the password, but have to get email as well

	How was password sent?
	Phone call

	· Chose “stars” as password
· Received phone call from friend with different password for confirmation code email.
· For final conf, was unsure which password key to choose to encrypt.

	Post-study Interview

	New favorite system
	Yes, IBE because MessageGuard and Google are never going to come together to crack your email, but I would have to think about it more

	· Questions to ask post-survey
· Did you read the tutorial on the first system?
· Thoughts after explaining security model
· Other
· Problems:
· Not knowing in first system that had to write text in dark area to be encrypted.
· “Very easy to use and super simple.”
· Unusual/Unique:
· Never heard of programs that encrypt information for email, that was different.
· “I’ve wanted to send emails to people with sensitive information, but haven’t known how.”
· Two Person: “You get real results with two people who don’t know how to use the system from the get go.”
· Ideal system: “Felt like they were all easy to use, I didn’t have trouble with any of them.” 




	Date:
	06/02
	Time:
	11AM
	Participant:
	[bookmark: _4jxxesshkuxl]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; just having access to email

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; just having access to my email

	· Friend sent the information in the clear, then sent the email to herself. Added a significant delay to the testing.

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Phone call

	· Used a new password to encrypt the response.
· Chose “pizza”, pretty weak.

	Post-study Interview

	New favorite system
	PGP

	· Questions to ask post-survey
· Why were you unsure of clicking the link.
· Careful when things popup on the Internet.
· Thoughts after explaining security model
· PGP sounds a lot more secure than I originally thought.
· Important, as I would only use encryption for very important document. 
· Other





[bookmark: _vvbb28clghr3]06/02 - 10AM - Reject

	Date:
	06/02
	Time:
	10AM
	Participant:
	[bookmark: _pek739wftrov]Johnny

	Read entire tutorial?
	Read:
	 
	Compose:
	Yes

	· MessageGuard website broken in the middle.

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	· 

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	

	· Tried to log into MG after creating an account but not activating it

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	Encrypted email, then text

	· Asked for help related to the password button. Declined to help.
· Password sent over encrypted email (encrypted by the password that was sent)

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other




	Date:
	06/02
	Time:
	10AM
	Participant:
	[bookmark: _rj4jp2boqqun]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	· 

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	Text

	· Doesn’t know which password to use.
· Can’t send a reply to an encrypted email.
· Ended up getting into compose tutorial without actually encrypting the message. Probably because there was an encrypted message open in the background.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other


[bookmark: _jq9ytbv9jj3]

[bookmark: _oe5n7hskcmn3]06/01 - 4PM

	Date:
	6/1
	Time:
	4PM
	Participant:
	[bookmark: _a5bemxpme59u]Johnny

	Read entire tutorial?
	Read:
	 yes
	Compose:
	Yes

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; don’t know, unless person was on friends email

	· Got installed okay from friend, seemed confused after that. 

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; don’t know, don’t know what friend had to do

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Phone call

	· Clarified should use own personal gmail.
· Was scared of cheating by sending password through phone. Was reminded could communicate how normally would in life and was to do what thought would be best to complete the task. 
· Tried to call friend, but didn’t pick up the phone the first time. Answered the second time.

	Post-study Interview

	New favorite system
	No, still likes passwords

	· Questions to ask post-survey
· Thoughts after explaining security model
· Still likes passwords “Convenience outweighs security”
· Other
· “If I had been on my own trying to figure out how to use it, I don’t think I’d run into any problems.”
· Unique: I don’t know what it takes for my friend to do their part, I don’t know what is required on their part to do it. 
· Mode of password communication is important.
· Two person:
· “I felt confident, because I knew who was sending to me.”
· It was pretty easy and simple
· Ideal System:
· I wouldn’t want an encrypted message to be too hard for my friend to read, passwords gives this convenience.
· It would be nice for message recipients to not have to install anything to read their message. Especially for one time use scenarios.
· Adding the extension makes it really simple. Likes having the program right there in the browser.




	Date:
	06/01
	Time:
	4PM
	Participant:
	[bookmark: _xlgacthbuvs8]Jane

	Read entire tutorial?
	Read:
	 No
	Compose:
	

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no, but interesting) Impersonate an email from friends, so I’d be confident enough to try to install it.

	· Explored the keyserver a bit before replying that MG is installed

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(sorta…) If I don’t log out of library, they’d still have access
Master password would definitely help

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(yes) need to know password

	How was password sent?
	Phone

	· Cancelled installation a couple times before finally granting the installation

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Still like passwords, they’d have to actually know the passwords. Would be great to have master password
· Other
· Passwords was simple, others were worrying, didn’t get call from friend, but since it was from a friend she felt confident to install it.


[bookmark: _b0dpw353exfb]
[bookmark: _l5kw4mqv8u3f]06/01 - 3PM - Reject

	Date:
	6/1
	Time:
	3PM
	Participant:
	[bookmark: _vmrjjcut33uw]Johnny

	Read entire tutorial?
	Read:
	 No, didn’t show up (Swedish Gmail?)
	Compose:
	No, didn’t show up (Swedish Gmail?)

	· None of the tutorials showed up! Could be that the participants GMail is in Swedish!

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; hack email, get into email

	· Instructional email creation link broken, probably due to participants GMail being in Swedish!
· Composed custom instructional email instead.
· Instructed participant to not let the instructional email bug effect the evaluation.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; hack email, get into email

	· 

	Password

	Order:
	1
	Mistake?
	Sent password through email

	Correct Mental Model?
	Yes

	How was password sent?
	Email

	· Participant just barely got GMail. Probably unfamiliar with it in many ways.
· Had to clarify that participant should use own GMail account for the task. 
· Tutorial didn’t show up when compose was opened. This could be because GMail compose tutorial showed up and the participant’s GMail was in another language. I ended up giving the participant the tutorial and instructed the participant not to let the bug affect the evaluation.
· Participant was tentative about installing the extension.
· Got a message from the friend and tried to decrypt it, but couldn’t get the password right. Tried many times to enter the password, but it wasn’t accepted.
· Friend asked for password, participant sent the password in an encrypted message encrypted by the password.
· Sent an encrypted message to friend asking for the password. But, this participant still hasn’t share his password with the friend.
· Friend asked participant to share password in a message with encryption turned off.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other




	Date:
	06/01
	Time:
	3PM
	Participant:
	[bookmark: _nzkxue1ljaey]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· Shows no interest in survey answers, straight-down-the-middle SUS scores, tries submitting without anything in free-response fields.

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) need gmail account password

	· Received manual instructional email
· (url misspelled, had to correct it)

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) same as PGP

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(yes) would need to know password, would probably delete the password email first. But it would be on the other end too, vulnerable

	How was password sent?
	Email

	· Did not receive password from Johnny, composed encrypted message (CHECK RECORDING TO SEE WHAT HE TYPED).
· Then sent unencrypted message asking for password.
· Lots of back-and-forth, finally got password over email.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· Passwords don’t make sense, you have to send it encrypted? Don’t know how you would send it privately, maybe through a different system.




[bookmark: _wjev7kqd3bwq]06/01 - 12PM

	Date:
	06/01
	Time:
	12PM
	Participant:
	[bookmark: _872w8q7wlm77]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	No

	· This pair of participants has participated in many studies.

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; just log into personal computer and personal email

	· Did not read tutorial or “MG not installed” error, after being prompted to do what thought was best, sent a custom unencrypted message to friend with instructions.
· After personal instructional email sent, tried calling friend’s phone, but no answer. Called again to make sure the extension was downloaded and told friend the message was sent.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; just log into personal computer and personal email

	· Sent two final confirmations
· 

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Yes, but not entirely sure

	How was password sent?
	Phone call

	· Tried calling, but friend hung up. Called again and gave password, but gave the clue to the password instead of telling it directly.

	Post-study Interview

	New favorite system
	No, still IBE. But likes all of them. 

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· Only problem was didn’t know where to put in password at first.
· “Easy to use and smooth”
· “PGP and IBE seemed very similar and I liked it better than having to call someone and give them a password.”
· “I wouldn’t want to text a password, because that doesn’t seem secure to me, because my phone doesn’t have a password locking it.”
· Two person:
· “Better than having to call and talk to a stranger.”
· Would have been harder communicating with someone who already knew how the systems worked.
· “I’m impressed with how easy it was to use and download. It was so easy I would use it to encrypt everything, even if there wasn’t a direct need.”




	Date:
	06/01
	Time:
	12PM
	Participant:
	[bookmark: _oqe59ks27ada]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) know your gmail password, install extension

	· Received custom-composed instructional email
· Received phone call, bad connection, hung up. Then received, told Johnny that it was set up.
· As part of setup, multiple emails were sent. Had to tell him the latest one was the email to use; problem with the keyserver, not the extension

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) same as PGP

	· 

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes) they’d have to know the password to gmail, and password to email.

	How was password sent?
	Phone (and not the full password at that - “the year we started dating - four digits”)

	· Johnny sent instructions to install old version. Had Jane uninstall and wait for correct one.
· “So when I send this back, it uses the same password that was used to encrypt?”
· “I can’t answer any questions about the system, we’ll definitely talk afterwards though.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Password is most secure, others (PGP+IBE) easiest to use, quickest to use. Master password idea is pretty good. Only hangup I have is, I don’t send secretive emails really often.
· Other
· Passwords: not sure if needed to create new password on reply, but liked that you don’t need to.
· 





[bookmark: _qnv6n5b33pxc]
[bookmark: _kuiqsxxrzhgz]

[bookmark: _ygr00xgdveot]05/31 - 12PM

	Date:
	05/31
	Time:
	12PM
	Participant:
	[bookmark: _owy9imo9q8bv]Johnny

	Read entire tutorial?
	Read:
	 
	Compose:
	Yes

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; not a hacker, so don’t know, find a way into system or email

	· Closed compose tutorial immediately.

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; not a hacker, so don’t know, find a way into system or email

	· 

	Password

	Order:
	3
	Mistake?
	Sent password over email

	Correct Mental Model?
	Yes

	How was password sent?
	email

	· Two character password used
· Tried to call friend to give password, but friend didn’t answer phone. 
· Asked “What should I do?” I said, “Whatever you think is best”
· “Is it bad to send it over email?”
· Sent it over email. Twice. 

	Post-study Interview

	New favorite system
	IBE still the favorite

	· Questions to ask post-survey
· Thoughts after explaining security model
· Feels like IBE is the most secure and PGP is also very secure compared to passwords.
· Other
· Felt more comfortable asking questions with two person study “Yo girl, what’s up?”
· Knowing friend wasn’t familiar with the technology was helpful. 
· Felt like didn’t have to send formal messages
· Like two person study.
· Ideal system:
· I like it how it was. It was easy to use. “Why create something else when you already have something to do it?”
· Liked master password, “would make me feel more secure using it, because I use many devices and sometimes they get left in different places.”




	Date:
	05/31
	Time:
	12PM
	Participant:
	[bookmark: _6atk8xi4oucz]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; unsure

	· Browed the MessageGuard page a little bit.

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; unsure

	· 

	Password

	Order:
	3
	Mistake?
	Password sent over email

	Correct Mental Model?
	Yes

	How was password sent?
	Email

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other





[bookmark: _4tm1s5bg8bzt]05/31 - 11AM

	Date:
	5/31
	Time:
	11AM
	Participant:
	[bookmark: _f0jdqmc27sss]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; no idea how it works

	· Was confused when saw encrypted email from last test before installing the tool.
· Was refused by “recipient needs MG” error message at first.
· Added message to top of instructional email.
· Called to make sure instructional email was received.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; no idea how it works

	· Closed out of tutorial after 2 dialog boxes.
· Looked at Key list and tried to select IBE key. Then sent the encrypted message.
· Got another call from friend asking where the message was.
· While waiting for conf code, got a call saying the other computer is having issues.

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Phone call, then text

	· Prompted participant to remove MG and reinstall it, because the participant accidentally clicked out of the installation welcome tab.
· As participant was signing into GMail after installing the extension, got a call from friend asking what was taking so long.
· After sent the message and password text, got a call from friend saying no message was received and that the wrong GMail account was used.
· Created a second password key for the email for the right account.
· Had confirmation of message receipt over phone
· Confirmation code message was encrypted with a different password.
· Looked at key list before sending final conf. On phone “I’m not sure what the password will be on that one.”

	Post-study Interview

	New favorite system
	PGP still sounds complicated, but IBE sounds more secure, but Passwords is still the favorite.

	· Questions to ask post-survey
· For the passwords system, you created a second password key. Did you use the same password as the first one? When you did this?
· Thoughts after explaining security model
· Other
· Thought that differences in the systems were annoying




	Date:
	05/31
	Time:
	11AM
	Participant:
	[bookmark: _apmorkvkj0h8]Jane

	Read entire tutorial?
	Read:
	
	Compose:
	

	· Significant problems with IBE. Didn’t correctly validate account.
· Check to see if she watched the tutorial
· Couldn’t remember what email password was at first.
· Can’t remember it. Changes it whenever is on a new machine.
· Very impatient. Called partner when the email didn’t come as soon as she wanted.
· Half of the time uses delete Yahoo mail.
· Very heavy usage of the phone

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; just email and MG password

	· 

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	· Didn’t correctly click the link to validate account.
· The flow for fixing problems like this is very unclear, and not that great.
· Caused significant confusion.

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Phone call; then text

	· Calling back and forth to work out problems.
· Didn’t use GMail account. Got in phone’s yahoo app, not in gmail app.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· PGP from only computer stinks.
· Husband dropped computer, and if he lost his email it would stink.
· Recovery of some sort means a back-door, but recovery is necessary.
· Other



[bookmark: _i7ezqhj3ekbc]

[bookmark: _2ids5fbu2vrk]05/31 - 10AM

	Date:
	5/31
	Time:
	10AM
	Participant:
	[bookmark: _15x80pb9qkfk]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; install MG and have code that encrypted it

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; needs encryption code

	· “So I have to sign up for my own account then?” - “Just do what you think is best.”
· Asked to make sure she could talk to friend in other ways besides email
· Sent friend a message before composing encrypted message
· Composed an encrypted message with much more content than just the SSN and PIN
· Video capture was not started until after this system was finished. However, from what I could tell, we didn’t miss anything.

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· 

	Post-study Interview

	New favorite system
	Kind of does, but not really. Feels like PGP is still the best, but it feels less secure after the description. 

	· Questions to ask post-survey
· What did you say to your friend through text after you asked me whether or not it would be okay to contact her outside of email?
· I noticed your encrypted email in IBE had some extra content besides the SSN and PIN. What were the extra contents?
· Thoughts after explaining security model
· Other




	Date:
	05/31
	Time:
	10AM
	Participant:
	[bookmark: _8y9kxpz8rq77]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; would need MG password

	· Slow to get off the ground on this test.
· Using text to try and figure things out.

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes;

	· Wasn’t sure if she should install stuff. Told her we are not trying to trick her.
· The two participants are texting.
· Wrote a surprisingly long email. It would be interesting to see what it said.

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· 

	Post-study Interview

	New favorite system
	IBE

	· Questions to ask post-survey
· Thoughts after explaining security model
· Passwords is not the best now. Easy to guess passwords.
· Lossing PGP key would be too easy.
· Other



[bookmark: _gdxrveikuwbz]05/27 - 4PM
Jeff+Tyler

	Date:
	5/27
	Time:
	4PM
	Participant:
	[bookmark: _qo9os3qi2ny9]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	No

	· Participant didn’t know their Gmail password, had to create a new account.
· Probably not a Gmail user; tried using @yahoo address

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(yes?) Log into gmail account, and have encryption key, and master password if so

	· Had problems with creating an MG account at first; had to help a bit, till we realized it didn’t like caps letters out front.
· Another problem when he created an @yahoo.com account and didn’t get the email; had to direct him to log out and re-register with his @gmail.com address.
· At first, didn’t understand that his friend wasn’t similarly instructed to install MessageGuard. Was just going to wait. Prompted him that his friend doesn’t know about MG.
· Got confused, couldn’t find his sent email, sending again.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) same as PGP

	· Long delay on the extension download page between clicking “download” and the popup appearing.
· Tried reading through old emails, wouldn’t let him. “Oh, the tool won’t let you read emails sent using old versions.”
· Accidentally typed body of email into subject line. I think MG doesn’t autofocus replies.

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes) need password, unless there was a master password, in which case that too.

	How was password sent?
	Text

	· Received text from friend, password didn’t work.
· “Is there any way to look at the key?”
· “I can’t help with that, sorry.”
· Tried recomposing with new key. That worked. Used “1234”.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· IBE > PGP: Felt like it was more easier to use, worked better.
· First one, he had to install first. Second, was different.
· Other
· Passwords least secure - encryption on first two was more complex, whereas third one can use simple phrase or word.
· How was the two-person?
· Definitely a lot easier
· Could contact him through text message. Heads up
· Best email encryption tool
· Thumbprint - biometrics, retina scan
· Can’t guess it, can’t look at someone else using it and copy it.




	Date:
	5/27
	Time:
	4PM
	Participant:
	[bookmark: _m1yfbia80n4r]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; no idea

	· Sent unencrypted install confirmation, then sent encrypted install confirmation

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; someone looking over your shoulder as you type

	· 

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· Was given password by friend and tried putting in password several times, but got an error in each time. Started texting friend.
· Kept trying to enter password and got errors again and again. 
· Finally, the password was entered appropriately and the message was decrypted

	Post-study Interview

	New favorite system
	Still likes IBE

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· Friend miscommunicated the password “Completely user error on that part”
· Felt pretty comfortable communicating the numbers back and forth, because it felt secure, even though didn’t know how secure it actually was. “I felt like the messages were just between us.”
· On PGP, thought had to send install confirmation message encrypted, but didn’t notice the send unencrypted
· Felt like IBE was the most secure one, encryption was automatic and everything seemed secure.



[bookmark: _n3gdq3isx6jo]
[bookmark: _jik8hzx7yg6c]05/27 - 1PM

	Date:
	5/27
	Time:
	1PM
	Participant:
	[bookmark: _ft7f3nwutsc7]Johnny

	Read entire tutorial?
	Read:
	 
	Compose:
	Yes

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(No) same as IBE. Or, if they got into my friend’s account they could get it.

	· Can’t-send error message: tried right-clicking+opening-in-new-tab the “click-here-to-compose” link. Didn’t work, so reverted to regular manual email.
· Eventually did send the auto email

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(No) get into my email account, or had my chrome information.

	· 

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(yes… eh, maybe not) figure out what the password is, or get into messageguard and get the passwords that way. Wherevery they [messageguard] stores all the passwords.

	How was password sent?
	Email, what it was without saying it. Similar to another password

	· Composed long email after sending encrypted, not sure what. Review recording
· Didn’t send receipt encrypted

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Passwords - what did you send after encrypting? And how did you send the password?
· Thoughts after explaining security model
· IBE is substatially less secure, thought they were pretty equal before. PGP and passwords are pretty comperable, I thought passwords was much more secure. Passwords are on the same level. If computer is secure, PGP and passwords will work well. Passwords works well if you can get passwords to someone else securely. Depends on who you’re working with, bu tboth would be a secure way to go.
· Other
· How was it doing the two-person study
· Thought it was easier sharing passwords. Harder to do with a stranger.
· “I would totally go home and download it and use it, I thought it was really good.”
· “My mom could figure it out, so that’s a good sign.”




	Date:
	5/27
	Time:
	1PM
	Participant:
	[bookmark: _5v2rjqthhqcl]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Never had a chance

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; log onto GMail account or friends Gmail Account

	· Looked at manual instructional email and responded to it before looking at auto generated email.

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; log onto GMail account or friends Gmail Account

	· Do I go through this MessageGuard thing? 
· Do what you think would be best to complete the task.

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Yes; get password from one of the two participants

	How was password sent?
	Email clue?

	· Got red error message on password message. Didn’t look like the participant read the error message. Instead, composed an unencrypted email, maybe asking for help.

	Post-study Interview

	New favorite system
	PGP - Because “the passwords were kind of annoying and weird to communicate. PGP would be secure enough for my needs and easy enough to use”

	· Questions to ask post-survey
· How was the password transmitted and was it given in plain text
· Thoughts after explaining security model
· Other
· Sometimes it was a little unclear what action to take, emailed friend a couple of times and figured it out.
· Never seen an encryption program like this before (hasn’t used encryption software before though)
· It was nice that it was integrated into GMail.



[bookmark: _igv8212lsp26]05/27 - 12PM

	Date:
	5/27
	Time:
	12PM
	Participant:
	[bookmark: _zi4wqicmjm4h]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	No

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) not a clue

	· “I don’t need to know, you told me already.”
· Manually composing install-prompt email
· Needed a couple back-and-forths to get it going on Jane’s side, since Johnny didn’t include the URL in the first one.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) not a clue

	· Website was acting up, wouldn’t accept email/password
· “Oh my goodness, ugh” at extension installation step
· Seemed impatient at tutorials this time around

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(yes) I imagine if they got into my email, they’d need the password. They’d have to phish it from somewhere I guess, I don’t know enough about that.

	How was password sent?
	text

	· “Woah, shiny.”
· At first thought the no-password-error referred to the lack of a recipient.
· Participant began knitting while waiting for reply.
· When sending reply to Jane, hesitant to reply encrypted

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· You seemed hesitant to send your “I’ve-got-it” message encrypted, for passwords. Why?
· [doesn’t want to “encrypt all the things”, might not understand email replies]
· Was trying to send it unencrypted, didn’t feel like it needed to be
· What did you think of the error message for PGP? The link where you could compose an email to your friend didn’t seem to interest you.
· “Really annoyed. Less inclined to want to keep using it.”
· Didn’t do auto-compose message, thought friend would get info same way I did.
· Thoughts after explaining security model
· Other
· Seemed VERY uninterested in the study. Just knitting away while system descriptions were being read, didn’t have any thoughts afterwards.
· Not enough sensitive info - if I have to do that I’ll just call.
· Together
· She added enough, or you were good at impersonating her
· Ultimate secure email:
· Liked ease of install for Passwords, liked no password for the other ones. (Johnny)
· Liked PGP+IBE better than passwords, since I now know what’s going on under-the-hood (Jane)




	Date:
	5/27
	Time:
	12PM
	Participant:
	[bookmark: _zcvbwq3450y6]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Never had the chance

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; not familiar enough with system

	· Was confused about how to install when got a message prompting him to without further instructions.
· Started texting for more instructions, got install instructions

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; not familiar enough with system

	· Started off by asking for SSN and PIN again

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes, phishing or social engineering, keylogger

	How was password sent?
	Text

	· Sent an unencrypted email asking for the SSN and PIN
· Had to click on install button 3 times before it worked
· Created another password key when sending conf code, but used the first selected key on the list.

	Post-study Interview

	New favorite system
	No change, still has no change

	· Questions to ask post-survey
· You seemed hesitant to sign up for a MessageGuard account during the second system. Why was that?
· I thought it was asking for my GMail password and that made me a little leary, then I saw the note below it. Would have been fine with a “sign in with GMail” button
· What was it you wrote down as you were creating your MG account?
· Password to MG account
· Thoughts after explaining security model
· Passwords are less appealing, “because I view google hacking or breaking into my computer, because I myself am careful with things like that, is harder than breaking a password.”
· Other






[bookmark: _m1sv1bdorxev]05/27 - 10AM

	Date:
	05/27
	Time:
	10AM
	Participant:
	[bookmark: _xu2396zcqhkv]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; access to the email accounts.

	· 

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; access to the email accounts. 

	· Asked if she should sign up. Told to figure it out on her own.

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· Rather unconfident at the start.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Like the last one better. It looked the most secure. After knowing, it feels even more safe.
· Other




	Date:
	5/27
	Time:
	10AM
	Participant:
	[bookmark: _jj46xxpe37yd]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	No

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; similar to IBE, don’t know what difference is

	· 

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; thinks IBE uses password protection

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· Had to recheck text to get password right
· When time to reply, clicked on read key button a couple times
· Sent conf code through new compose instead of direct reply
· Created new password for conf code message, but seemed a little confused when there were two keys in the drop down list. Selected the first key in that list

	Post-study Interview

	New favorite system
	IBE is still favorite

	· Questions to ask post-survey
· On passwords, when you sent the conf code, did you make a password key with a new password, or was it the same password?
· Thoughts after explaining security model
· Thought IBE and PGP were the same
· Feels more secure with IBE and PGP
· Other





[bookmark: _bjnyyq1ujgaz]05/27 - 9AM

	Date:
	05/27
	Time:
	9AM
	Participant:
	[bookmark: _8hpldpsqox7d]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· First person is a CS student. Had seen an article on the CS home page.
· Johnny is highly technical while Jane is less so. Interesting dynamic.
· Draft auto decryption didn’t work for some reason.

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; just logged into my account

	· Typing her own message to get her friend to install messageguard.
· Hesitant to click “here” on the message that would generate a message to her friend.
· Tried to view the URL for the link.
· After sending friend the link manually, she finally clicked the ‘here’ link and sent the default message.
· Reloads email to see if new messages came.
· Error in install

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; just logged into my account

	· 

	Password

	Order:
	1
	Mistake?
	Yes

	Correct Mental Model?
	Yes;

	How was password sent?
	Text, then email

	· Didn’t immediately send password
· Texted password before asked
· Friend didn’t get text, so just sent the password through email.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Why didn’t you click the “click here” link
· Worried that it would automatically send email, and not be able to change what was on it.
· Thoughts after explaining security model
· Now knows that PGP is the most secure.
· Probably would prefer to use PGP.
· Other




	Date:
	5/27
	Time:
	9AM
	Participant:
	[bookmark: _c4w5oiaikip2]Jane

	Read entire tutorial?
	Read:
	 yes
	Compose:
	yes

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) no idea

	· Received non-standard instructional email from friend, check recording for contents
· Received link typed out manually, began account creation based on that
· Later, received auto-generated instructional email as well

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) no idea

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) no idea

	How was password sent?
	Text, then email

	· Didn’t get text message, confused, tried to reply to email, couldn’t
· Typed message into reply body, behind error overlay. It worked, but she can’t press send.
· Told her she shouldn’t be able to do that, it’s a bug
· Proceeded to compose window eventually
· Received password over email. Tried typing password into orphaned password window, just turned blank. Had to go back to original email manually.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Don’t like passwords as much, because I didn’t know it was that easy
· Other
· Passwords, reply, couldn’t figure out





[bookmark: _wa6tc68fgzci]05/26 - 4PM 

	Date:
	05/26
	Time:
	4PM
	Participant:
	[bookmark: _ecgki56nc87g]Johnny

	Read entire tutorial?
	Read:
	 No
	Compose:
	Yes

	· At a high level, one of these two knows we do secure email.
· Mental models are very CS’ey

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; Need to compromise the message guard account

	· Looks annoyingly at the PGP email while he waits to be able to send it.

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; we must have generated random keys, and he would have to generate the same keys.

	· Really doing serious work while waiting.

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· Didn’t initially send out password.
· Friend texted him to ask about password.

	Post-study Interview

	New favorite system
	PGP

	· Questions to ask post-survey
· Thoughts after explaining security model
· Doesn’t change the ordering. All are a little more secure than I thought they were.
· PGP is the favorite. Would use IBE as well.
· Other
· Recognized text messaging it insecure.
· Felt the extra step was more secure.




	Date:
	5/26
	Time:
	4PM
	Participant:
	[bookmark: _9v81i7tixs7d]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; needs mine or friends keys, no idea where keys are stored 

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; attacker would need his keys and friends keys

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text message

	· Message was received, but had to ask friend for the password. Asked over text message and received password over text.
· Created a new password key to encrypt the second message, but then started looking at and clicking on the key list as if confused about which key was which.
· Clicked on the read key button, did not get a response.

	Post-study Interview

	New favorite system
	PGP, “because I feel more secure with key being stored on local computer rather than having to trust some third party”

	· Questions to ask post-survey
· Thoughts after explaining security model
· Only problem was in password version, unclear about having to make own password or have to use password that friend made. Hard to differentiate between the two password keys in the dropdown list. Dealt with these problems by picking the one that was pretty sure was friend’s
· Study was unusual in that it was so easy. Has “tried to use PGP before and another encryption and they were a nightmare to set up”
· Other
· 





[bookmark: _tct8na5wiszi]05/26 - 3PM

	Date:
	05/26
	Time:
	3PM
	Participant:
	[bookmark: _neud138anzow]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; not sure what they would have to do

	· Ran into Gmail’s new compose tutorial.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; not sure what they would have to do

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· 

	Post-study Interview

	New favorite system
	IBE

	· Questions to ask post-survey
· Thoughts after explaining security mode
· Passwords are easiest. If you could guarantee that person was going to keep track of the passwords it would be safer. Still there is a worry they would write down the password or giving it away.
· The first one would be helpful, depending on what you are doing. Losing the key is a big issue, especially if you didn’t realize that till later.
· IBE is the favorite system at the end.
· I wouldn’t have to use it very often, and for what I would use it, IBE would be the easiest for me. I wouldn’t have to keep trakc of a password. Could migrate between computers.
· Other
· Didn’t notice the difference between IBE and PGP at all




	Date:
	5/26
	Time:
	3PM
	Participant:
	[bookmark: _p09pveykqjvm]Jane

	Read entire tutorial?
	Read:
	Yes 
	Compose:
	Never got a chance

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; Need to get key, but key is in message or notes sent to friend.

	· Read instructional email, went to MG site, then returned to reread instructional email
· Read tutorial showed up on the message the participant sent confirming install of MG
· Participant was prompted to notice a new encrypted message, because was on the for a stretch of time

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Same as PGP

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text message

	· Didn’t notice the SSN and PIN even though the message containing them was open several times. Was prompted “Have you finished the task?” The question helped the participant look closer at the message.

	Post-study Interview

	New favorite system
	Still likes PGP

	· Questions to ask post-survey
· How was the password sent on the last system?
· Thoughts after explaining security model
· Other
· Likes the idea of encryption, because business are easy to break into, so much credit card information has been stolen. It is really important to secure sensitive information.
· Doesn’t like IBE, because an MG server would be a bigger target and would attract attention. PGP means someone would have to more specifically target you, and is less likely.
· Wondered if it was possible for a hacker to record the key or lock as they were created.






[bookmark: _4cly9x5ksqns]05/26 - 2PM

	Date:
	05/26
	Time:
	2PM
	Participant:
	[bookmark: _ipf52t62bta]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· Wanted to be clear his account wouldn’t be saved.
· Doesn’t actually relax during tasks.
· Forgot to turn on the recorder.

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	· Pretty unhelpful greeting.
· Was a little annoyed at the waiting time.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; thought a little weaker than PGP (still secure), could access it from outside the program. Didn’t think she needed to install anything.

	· Re-installed system? Somehow he re-watched the tutorial.

	Password

	Order:
	3
	Mistake?
	Yes

	Correct Mental Model?
	Yes

	How was password sent?
	Text, then email.

	· Password was originally texted. When the recipient didn’t notice she asked what it was through email. The sender indicate he had texted it, but still included the password in the email reply.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Having a password seemed a little strange. Do I need a new password for each email?
· Other




	Date:
	5/26
	Time:
	2PM
	Participant:
	[bookmark: _7djzu4vl2d7f]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	No

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) Just have to get on my email.

	· “So do I just email him back now that I’ve installed it?”
· “You do whatever you normally would.”
· “Ah, so I really am just doing this scenario.”

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) same as PGP

	· 

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(?) they’d need to have my phone, since it came through text
Prompted for general case, “they’d just need the password, not sure how they’d get it.”

	How was password sent?
	

	· Asking, over email, for password; never received it
· Read the password over text
· [referring to password dropdown] “I don’t understand what this is. Do I need to create a password key?”
· “I can’t help out.”
· She proceeded to go to the add-new-password page, then closed it and went back to compose

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· “Add key” dropdown, what were your thoughts?
· “Yeah, I didn’t really undestand that part at all.”
· Thoughts after explaining security model
· I might’ve liked the IBE one better
· Actually, I would think that because it’s kept on MG website, as long as I remembered that information it’d be ok, vs the PGP one, if I ever did delete it, it would never be able to do the encrypted messages again, since I would have lost access.
· Other




[bookmark: _83l9fzkp4pxo]05/26 - 1PM

	Date:
	05/26
	Time:
	1PM
	Participant:
	[bookmark: _flhrti3c9ju4]Johnny

	Read entire tutorial?
	Read:
	? 
	Compose:
	?

	· Need to look at whether he watched the tutorial.
· Overall impatient during the study.

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; unclear about what encryption really is

	· Texted his friend about needing to set up PGP.

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; unclear about what encryption really is

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	iMessage

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· First seems the most secure.
· Losing data in PGP is catastrophic
· Other
· Two person interview
· Normal to send an email than a text.
· Felt comfortable sending a text.
· Ideal system
· Explanation on the MessageGuard website
· Syncing PGP to other devices. With a master password to transfer and/or access.
· Help recipient take care of sensitive information as much as I do.




	Date:
	10/26
	Time:
	1PM
	Participant:
	[bookmark: _a43f8maf32wy]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	No

	· “I like this, it’s like a game or something."
· In after-tasks survey, had to remind him what the difference was between PGP and IBE. Just reiterated how he had to install PGP before his friend was able to send him messages.

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) same way with IBE, just access to the email.

	· Communicated with friend over iMessage that installation was complete

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) Just hack your email, get access to your email. Because the encryption keys are saved, so they will be able to see it. Unless you have the master password.

	· Texting friend about the encrypted message
· Looked like he might have been sending conf codes over text, reminded him it has to go over email.
· Post-task survey: had to explain what “cumbersome” meant; “complicated, or hard to use.”

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(yes) Harder; they need to figure out what the password is. More work, I dunno what you’d have to do for it.

	How was password sent?
	Text/iMessage

	· Clicked “Add key”, went back to gmail after looking around
· Tried clicking on key icons in read overlay many times.

	Post-study Interview

	New favorite system
	PGP, still, but didn’t know the difference before
PGP was really easy-to-use.
I like passwords too, even if someone breaks into your account, they’d still need the passwords.
But PGP is pretty good too, since the encryption key is only on your computer

	· Questions to ask post-survey
· Thoughts after explaining security model
· “Can you transfer the encryption key from this computer to another one?
· “Right now you can’t, but there’s no reason why we couldn’t build that in.”
· 
· Other
· “I do my part, but what if the recipient is careless. I would be nervous, what if someone hacks into them. What if they’re not as computer-savvy as me.”





[bookmark: _nk8rmbt2g3qy]05/26 - 10AM

	Date:
	5/26
	Time:
	10AM
	Participant:
	[bookmark: _bnsigshbr0a9]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No, idea not clear

	· Communicated through text as well as the instructional email

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No, not sure

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Facebook private message

	· Asked about whether or not a specific subject or greeting was needed for the task.
· Answered: “Do what you think is best to complete the task”
· Asked if needed to enter password before sending
· Gave same answer
· Got “need password” message after clicking “Send Encrypted” shortly thereafter
· Put in a second password to decrypt the conf code message

	Post-study Interview

	New favorite system
	Still likes IBE

	· Questions to ask post-survey
· How secure was your password in system 1? Would you use one like that in real life?
· Thoughts after explaining security model
· Other
· Post study:
· Tutorials solved problems that were encountered
· Unusual, because doesn’t usually encrypt
· Thought tutorials were really good.
· Feels that IBE is handy to use
· “I feel like it is a progressive procedure, so each system I tested should have had better security.”
· Two person
· “I feel like I could communicate with him more freely”
· “I would want a system that is safe and easy to use”
· Likes IBE because it is safe, easy to use, and confidential, and MG can’t read the messages.
· Want MG on cell phone
· Likes the idea about master passwords.




	Date:
	5/26
	Time:
	10AM
	Participant:
	[bookmark: _ihtu8p497qgp]Jane

	Read entire tutorial?
	Read:
	Yes 
	Compose:
	

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) Log in to email account, they can see encrypted messages

	· Very bad MG website password - 123456789

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) same as PGP

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(yes) know the password your friend created

	How was password sent?
	Facebook private message

	· “So I click this to get the message?”
· “You do whatever you normally would.”
· Looked like a pretty bad password

	Post-study Interview

	New favorite system
	Still passwords, it’s convenient.

	· Questions to ask post-survey
· Did you encrypt your codes with a different password?
· Same password
· How did you decide on your MG website password? How would you do it in the real world?
· Used the password from the first task
· In real world, passport number, birthday
· Thoughts after explaining security model
· Other
· “So the first one is convenient because you can create one password for someone, and a different password for someone else.”



[bookmark: _fgv12u33fsqd]05/25 - 3PM

	Date:
	5/25
	Time:
	3PM
	Participant:
	[bookmark: _qs3ivvp9z3p1]Johnny

	Read entire tutorial?
	Read:
	 Yes, on 1st system
	Compose:
	Yes, on 2nd system

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No, hack GMail account

	· Sent instructional email and sent a message over Google chat.
· Sent an unencrypted confirmation

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No, hack GMail account

	· Composed and sent a second encrypted message with the sensitive info
· Participant chose to read the tutorial this time. Probably because the last system was a struggle and he didn’t read the tutorial for it.
· Explored and got errors from emails sent during last task.
· Said “Seems just like GUI testing to me” while filling out the survey

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No, intercept email and know password, but only on recipients side. CLARIFY FROM RECORDING

	How was password sent?
	Google Chat

	· Was confused about how to send the message. Didn’t know if MG was working in the background or not. After being prompted to do what was best to complete the task, sent the sensitive information over Google Chat. Prompted him to send the information over email.
· Created another key to send another encrypted message? Contents unknown, but I think sent the SSN, because forgot to in the first message

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· I noticed you composed sever encrypted emails for systems 1 and 2. Why did you do that?
· Answer: Thought it was part of the criteria, wasn’t sure the messages were making it through. First one was sent to the wrong email address on the first system
· Thoughts after explaining security model
· Other
· “IBE just didn’t feel as secure”




	Date:
	5/25/16
	Time:
	3pm
	Participant:
	[bookmark: _2abqwljbj6gm]Jane

	Read entire tutorial?
	Read:
	 
	Compose:
	

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) same as IBE

	· Prompted to create new account; told old account was wiped
· Notified friend of installation over Hangouts

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(no) Just download the software, obtain gmail account info

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(yes) First have to get my email access, and then look through communications, find the email

	How was password sent?
	

	· First email sent to Jane’s old email, told Johnny over Hangouts to resend to current email.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· PGP sounds more secure, creating personal key stored on your computer rather than online
· Other
· Not much of a difference between the last two
· First one, passwords, wording was the same color as blue
· Noted that hangouts are stored, so password was accessible



[bookmark: _4jn804rfk85g]
[bookmark: _sguwpcyic7jy]05/25 - 2PM

	Date:
	05/25
	Time:
	2PM
	Participant:
	[bookmark: _749gbzl253si]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; get into email account

	· Got a “You do not have permission to decrypt this message”
· After this error, we didn’t have time, so we just skipped to the survey

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; get into email account

	· Unsure of what to do once installed, went back and forth from key server to gmail a couple times. Eventually clicked compose and saw the tutorial prompt.
· Finished reading compose tutorial after sending message
· First message didn’t arrive in inbox of friend, second message did

	Password

	Order:
	2
	Mistake?
	Emailed the password (After found out friend’s phone was dead)

	Correct Mental Model?
	Yes, get password

	How was password sent?
	Text

	· Had some difficulty on password creation: Looked like entered email address into first bar, then password into second. Enter passwords in both, then deleted them. Eventually entered a short password and it encrypted
· Texted password, but friend’s phone was dead. Ended up emailing the password

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· Asked about passwords, how they would have sent in real life given the phone was dead. She said she’d just wait for him to text her back, wait for the phone to be charged.




	Date:
	5/25
	Time:
	2PM
	Participant:
	[bookmark: _kjj0um7zpcg9]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	No

	· Gmail experienced a period where emails were very delayed. Coordinators went back and forth between the rooms to ensure both participants were sending to the right addresses. Eventually email began to work again.

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	(no) Same as IBE

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	(no) As long as someone can get into gmail account, since I didn’t have to type anything into gmail once I was there.

	· Had to prompt to check email

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	(yes) If password sent in email, for example in my case, kind of destroys the whole purpose of passwords.

	How was password sent?
	Text

	· Jane didn’t have password ready, asking over email for password
· Received reply, checked phone, phone has no battery
· Received password over email

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other





[bookmark: _23sfw1wdy09]05/25 - 1PM

	Date:
	5/25
	Time:
	1PM
	Participant:
	[bookmark: _yfkeqekug7sj]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; hack into email

	· Made sure it was okay to text the friend and make sure the friend got the instructional email.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; hack into email

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes; get password

	How was password sent?
	Phone call

	· 

	Post-study Interview

	New favorite system
	Passwords still favorite

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other
· After read descriptions, things just make more sense
· 2 person study
· “I knew I could trust her”




	Date:
	05/25
	Time:
	1PM
	Participant:
	[bookmark: _ogkm9fmhq0cj]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; access to email sufficient

	· Seemed to pick a pretty good password for MG account.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; access to email sufficient

	· 

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Call

	· 

	Post-study Interview

	New favorite system
	Passwords still favorite

	· Questions to ask post-survey
· Thoughts after explaining security model
· No change on thoughts. Security didn’t matter much.
· Other
· Didn’t notice that PGP required them to install system first.


[bookmark: _hqzvkjc30t91]

[bookmark: _n05p29ef9yhn]05/25 - 9AM

	Date:
	05/25
	Time:
	9AM
	Participant:
	[bookmark: _cdryhixj0b3d]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No

	· Added a note to the end of the instructional email.
· Participant asked to if allowed to use phone
· Called to make sure everything was okay and to make sure “this wasn’t one of those things where they tell one person and not the other” Tells friend it is easy to setup. Stayed on the phone throughout the whole signup process, asking how it is going and where she is in the process. Gave friend the sent notification as well. Stayed on the phone until composing the confirmation email.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No

	· Confused that the tutorial wouldn’t close after sending the message

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Phone call

	· Called to walk friend through process again, made sure the password worked
· Chose weak password (12345678910)

	Post-study Interview

	New favorite system
	No, still IBE.

	· Questions to ask post-survey
· Would you choose passwords differently outside of the study?
· Thoughts after explaining security model
· Other
· Participants felt the two person study was very natural and comfortable. Felt they could call up friend and talk to them without feeling awkward.
· Ideal system: A system that makes a password for you and then transmits the password to the friend securely. 




	Date:
	05/25
	Time:
	9AM
	Participant:
	[bookmark: _lizydeoa1a7q]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; Access the email account of the other person

	· Johnny called her to walk her through installation

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; Same as PGP

	· No phone call, Jane sent things through text, ask about later

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes; More difficult, they’d actually have to have the password.
	

	How was password sent?
	Phone

	· Johnny called her to walk her through it

	Post-study Interview

	New favorite system
	Passwords, in terms of keeping things safe, PGP in terms of usability. IBE&PGP were very very similar, wasn’t entirely sure of the differences, there was just something. Could have been the phone call. It seemed faster and simpler.

	· Questions to ask post-survey
· What did you talk about during the first system setup, over the phone? MG website password?
· That was very helpful. But we may as well just share it over the phone call.
· Final system, you sent a text message, just confirmation that you received it?
· Yep
· Thoughts after explaining security model
· The password one might be the most effective. Not my favorite still, but the most effective way to keep things safe, as well as to be able to continue to access things. The idea of losing things if your key is lost is stressful.
· Other
· “I struggle with computers, so I’m impressed with how straight-forward they were.”






[bookmark: _3eajv3t07tmw]05/24 - 4PM

	Date:
	05/24
	Time:
	4PM
	Participant:
	[bookmark: _gk0a1atjs9jl]Johnny

	Read entire tutorial?
	Read:
	Yes
	Compose:
	Yes

	· Issues with the chrome webstore. Had to work around them.
· Read everything very carefully.

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; just need to get into email

	· There was a problem with the download. The chrome webstore had gone down.

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; just need to get into email

	· Resent information; not sure why.

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· 

	Post-study Interview

	New favorite system
	IBE

	· Questions to ask post-survey
· Thoughts after explaining security model
· Passwords are nice in that they have an easy-to-understand security model.
· IBE is more secure than they thought.
· PGP seems overly complex.




	Date:
	05/24
	Time:
	4PM
	Participant:
	[bookmark: _xba2vc6rb1dl]Jane

	Read entire tutorial?
	Read:
	No
	Compose:
	N/A

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; Anyone who has the tool installed.

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; Just need the tool

	· "So I just click there to install?”
· “I can’t tell you what to do, just do what you normally would.”

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· Tried to reinstall MessageGuard from old emails, told him to wait for his friend to send an email.
· When clicking install, got chrome download error: “No file.” Had to go to Chrome webstore to manually download.

	Post-study Interview

	New favorite system
	Passwords?

	· Questions to ask post-survey
· Thoughts after explaining security model
· PGP is more secure than IBE
· Would prefer passwords, PGP seemed to complex.
· Would use IBE with friends; it just feels like less steps from the other systems
· First one was secure enough to send important information through email.





[bookmark: _nvlot821m7ro]05/24 - 3PM - Possibly Reject

	Date:
	05/24
	Time:
	3PM
	Participant:
	[bookmark: _6j0re7pzwv0j]Johnny

	Read entire tutorial?
	Read:
	Yes
	Compose:
	Yes

	· Possible language barrier problem in this task.
· Very unconfident about completing the tasks.
· Reading everything very carefully. The tutorials should be very helpful.
· All caps in text entry. Strange.

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; if they can get into your account

	· More confident this time.
· Waiting on friend. Doesn’t close window. Not relying on draft functionality, even though suggested in message.
· Confused about when could send message. Eventually went for it, and it worked. Could it detect the keys were present and already send. Or would that be too much magic?
· Sent it, but then saw email asking for it

	IBE

	Order:
	3
	Mistake?
	Yes

	Correct Mental Model?
	No; if they can get into your account

	· Didn’t encrypt email. Didn’t understand that he needed to install the system. When he didn't see the “Turn on Encryption” button, he thought he could just send it.
· Problem was with the system not being installed. Thought had hit the install button.

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	GChat

	· Unconfident about clicking “here” to add password.
· Didn’t send password.
· 

	Post-study Interview

	New favorite system
	IBE

	· Questions to ask post-survey
· Thoughts after explaining security model
· Would think IBE is more secure
· PGP is dangerous if you lose the key. Real concern.




	Date:
	05/24
	Time:
	3PM
	Participant:
	[bookmark: _ad0vs3g7jtz]Jane

	Read entire tutorial?
	Read:
	No
	Compose:
	

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; similar to password

	· 

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	IBE; Only me

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	GChat

	· Tried asking for password by replying to original message, but got error
· Prompting over Hangouts

	Post-study Interview

	New favorite system
	Passwords

	· Questions to ask post-survey
· Thoughts after explaining security model
· PGP too complicated. And you lose access to your email.





[bookmark: _x2faic141v9i]05/24 - 2PM - Possibly Reject

	Date:
	05/24
	Time:
	2PM
	Participant:
	[bookmark: _4bga6pt6mgw6]Johnny

	Read entire tutorial?
	Read:
	 No
	Compose:
	Yes

	· Computer science graduate students familiar with our work. Also poor recording of Jane’s responses.
· Missing mental models for Jane.

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No

	· Sent instructional email and used Google chat to communicate about signup.
· Prompted him to check his inbox for the reply to the instructional email. Accidentally opened an old IBE message and got the red error. The reply came in just moments after he checked the inbox
· Final confirmation sent unencrypted

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No

	· Saw the MessageGuard welcome message closed it then was confused as to what to do next, asked if could contact his friend for help, I said yes, he opened a compose and then got the idea of what was going on.
· Sent an unencrypted message to friend while waiting for confirmation code.
· Opened a Google chat with friend while waiting for confirmation code.
· Sent \mg.io/ibe link to friend through Google chat
· Participant calls friend to see what the holdup is… No answer

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No

	How was password sent?
	GChat

	· Created password, but might not have read the part about giving the password to the friend. Did not make an attempt to send the password, just waited. 
· Sent the password over Google chat once friend asked for it over Google Chat.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model




	Date:
	05/24
	Time:
	2PM
	Participant:
	[bookmark: _it889vqskwvb]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· Reading the whitepaper

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	

	· Googling MessageGuard before clicking the link
· Inspecting “from” fields in gmail - very suspicious
· Communicating over Hangouts to verify it

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	GChat

	· Password not provided, asked Johnny for it over Hangouts

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· You were very suspicious with MG at first.
· Suspicious by nature, I was somewhat on alert for malware, thought we might be trying to phish or attack you
· Thoughts after explaining security model







[bookmark: _8a8w9iqly6c9]05/24 - 1PM

	Date:
	05/24
	Time:
	1PM
	Participant:
	[bookmark: _kocdadajreln]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; just need access to the email.

	· Trying to use plaintext greeting to tell friend to install software.
· Confused. Reread message, sent instructions email.
· Texted him, and asked him to text back when he was ready.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; just need access to the email.

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· Going rather quickly.
· Letting Jane know he had already texted the password. Confused whether he got the text.

	Post-study Interview

	New favorite system
	IBE

	· Questions to ask post-survey
· Two person study
· Thought he could be more impatient because he knew him.
· Ideal system
· Choose between PGP/IBE and passwords as needed.
· Thoughts after explaining security model
· PGP is the most secure
· Would still pick IBE. Didn’t like needing to contact recipient.




	Date:
	05/24
	Time:
	1PM
	Participant:
	[bookmark: _dg3guez617tk]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· “Feels kinda weird, being in my own email account, and not one provided to me”

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; access to email

	· “Again, normally I wouldn’t do it [create the MessageGuard account] unless I called him up and talked to him about it.”

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; access to email

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· “Normally I would not download this. Or I’d Google it. Whatever this is, MessageGuard thing.”
· Didn’t read text messages, trying to reply to encrypted email, not letting him.
· Moved on to regular compose interface.
· Read compose tutorial, then disabled encryption
· After sent, checked phone

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· How would you feel more comfortable installing MessageGuard?
· Not gonna trust an email, gotta contact the person who sent it, through other means, calling or talking to it. Also will Google it.
· Thoughts after explaining security model
· What system would the user prefer to use with their friends: Depends on the level of security
· Normal day-to-day stuff, wouldn’t use anything
· Somewhat confidential, PGP/IBE
· Very personal, passwords





[bookmark: _q677amu4kk09]05/24 - 12PM
	Date:
	05/24
	Time:
	12PM
	Participant:
	[bookmark: _8lxv2lbenhh8]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· Was on Google chat the whole time. Talking to each other.

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; just have access to gmail.

	· 

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; just have access to gmail.

	· Took a long time. They were conversing the whole time. Shouldn’t have taken so long, really.

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	GChat

	· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Turn off encryption of replies. What were you thinking?
· Understood why can’t do it after explantation.
· Thoughts after explaining security model
· PGP:
· Could be useful to some people. Sounds like not her.
· Very important to be able to use secure email between multiple computers.
· IBE: 
· Thought it was helpful that you would need to break into a second account.
· New favorite system
· Liked the two person study. More natural.
· Ideal system: IBE.
· PGP - Really bad needing to wait for individuals to enable encryption. Wouldn’t remember to send email later. Deal breaker.
· I thought she put PGP as her favorite over IBE. I should look into this.




	Date:
	05/24
	Time:
	12PM
	Participant:
	[bookmark: _cafdlky9e5wf]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; just have access to gmail.

	· Explored \mg.io a little more this time before signing up
· Informed friend had installed PGP through email and Google chat
· Went through the tutorial fast.

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; just have access to gmail.

	· Read through “read” tutorial thoroughly

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	GChat

	· Password sent over Google Chat, directly disregarding the instructions on the key creation dialog.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
·  IBE, after descriptions, still prefers IBE





[bookmark: _pomjuf34olzb]05/24 - 11AM

	Date:
	05/24
	Time:
	11AM
	Participant:
	[bookmark: _imdz5epzam1]Johnny

	Read entire tutorial?
	Read:
	 No
	Compose:
	Yes

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; just have access to gmail.

	· PGP went well. Nothing too important to report.
· Little confused when he got the friend needed to install MessageGuard dialog.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; just have access to gmail.

	· Very smooth

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Call

	· Looked at websites a little.
· Keeping the website up for reference. Causing the GMail interface to be rather small.
· Didn’t add password until clicking send encrypted.
· Called to send password.
· Telling friend he needs to install message guard.
· Staying on phone as he waits for reply.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Notes
· Hates tutorials.
· Felt he knew enough about encryption. CS major. Still seemed a little clueless at times.





	Date:
	05/24
	Time:
	11AM
	Participant:
	[bookmark: _1xm0syhzhf2u]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; just have access to gmail.

	· Exploring PGP compose while waiting for reply. Diving into email headers
· 

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; just have access to gmail.

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Call

	· Added new key for compose, assuming the same password as used to decrypt original ssn message
· Received “ok, got it” over phone, not email

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Passwords is safest, but it’s also not as easy to use
· Still prefers IBE







[bookmark: _nwwx0auy5buc]05/24 - 10AM

	Date:
	05/24
	Time:
	10AM
	Participant:
	[bookmark: _c49gzykypayk]Johnny

	Read entire tutorial?
	Read:
	 No
	Compose:
	Yes

	· Need to look up what they thought mental models were.

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No

	· Another GMail compose tutorial interrupted the compose tutorial.
· Composed encrypted email, then clicked on the key list a bunch of times trying to select a key. Closed email, opened it again and turned on encryption. Click send encrypted and got the prompt.  Opened instructional email, but left it open and started to text friend instructions.

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No

	· Deleted old \mg messages while waiting for reply

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· GMail pushed a change with a compose tutorial that clashed with our tutorial. Jerks.
· “Should I use GMail to send the message?” Do whatever you think you should do to complete the task.” Explored and reread the initialization message, which led the participant back to GMail. 
· Prompted to enter a password key for encryption, clicked “Go Back”
· After finishing the tutorial, clicked “Add key” in key list. Created password key. And used it to encrypt.
· Skipped read survey and clicked on read key button

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Notes
· Likes the two person study
· Thinks the software is great and fills a need.




	Date:
	05/24
	Time:
	10AM
	Participant:
	[bookmark: _hz5ty7nz8noz]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; just have access to gmail.

	· 

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; just have access to gmail.

	· Had her skip the final wait-for-reply step, to help make up time

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· Read tutorial broke, same way as yesterday
· Had her close gmail, reopen
· Was confused for a bit, “Wait I’m supposed to send him the…” “Yep” “Ok”

	Post-study Interview

	New favorite system
	IBE

	· Questions to ask post-survey
· Thoughts after explaining security model
· Still prefer IBE




[bookmark: _sl7915havcam]05/24 - 9AM

	Date:
	05/24
	Time:
	9AM
	Participant:
	[bookmark: _plvkihwvjwmi]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· Missing answers on correct mental models

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	

	· A little bit hesitant on the \mg.io homepage
· Reading the tutorial very thoroughly
· After sending instructional email, added more to the encrypted message while waiting, then went to the key server page to explore that. Played with the type dropdown and explored a little more, then went back to GMail.
· Received friend’s install confirmation over text message.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	

	· Once the tutorial started, she sent spent a little bit on her phone.
· Reread the tutorial
· Quickly inspected the key list before sending the message

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	Text

	· Made sure to read the new key dialog in the tutorial
· Did not name the password key
· Got a reply from phone wondering how to open message, told friend to look at her phone for the password.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model




	Date:
	05/24
	Time:
	9AM
	Participant:
	[bookmark: _z5yha9h8fjqx]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· Writes very very detailed notes in the survey
· Skipped interviews since they took too long on the survey

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	

	· I want to review the codes she sent, she added something to the end, after the fact

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	

	· Accidentally pressed “sign up” twice, two SAW emails sent, had to direct her to click the second one.
· Received SSN without dashes, had to prompt her to insert them

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	Text

	· Tried to reply to encrypted mail, wouldn’t let her
· Went and found a different thread to reply with
· I don’t think she read the error message

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model






[bookmark: _ix138ih3tsu5]05/23 - 4PM - Reject

	Date:
	05/23
	Time:
	4PM
	Participant:
	[bookmark: _6r28k9r3gmb7]Johnny

	Read entire tutorial?
	Read:
	 No
	Compose:
	Yes

	· Did not seem to be paying attention to the study
· Need to lookup answers to mental models.

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	

	· Hesitated on “Add extension”
· Did not follow “visit mail.google.com” link after extension installed. Closed tab and went back to \mg site then \mg server
· After exploring/clicking around server, went back to gmail and noticed tutorial.
· However, went back to the key server thinking that was \mg
· With some strong prompting, eventually opened up a compose window and saw the tutorial.
· Patiently waited for friend to set up, then sent the email when notified.
· Did not send a final confirmation reply over email. Sent through hangouts

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	· Thought the login information was still viable. Remembered the system is wiped after every test.
· Watched the tutorial this time.
· After composing the email, clicked on the keys a couple of time, then sent the message.

	Password

	Order:
	2
	Mistake?
	Yes

	Correct Mental Model?
	

	How was password sent?
	Hangouts, Email, Text, and Phone

	· Mistake: Sent the sensitive info over in the unencrypted preamble, look at misc notes for more errors.
· Started off thinking the tool was still installed, needed to be reminded the system is wiped after each system.
· When she put in the url, she typed it in wrong and got an error
· Clicked on the mail.google.com link this time
· Skipped the tutorial entirely
· Sent the sensitive information over in the preamble
· Prompted her to send it again, but encrypt it
· In response, she created another password key, then started communicating with the friend.
· Accidentally sent an empty message
· Keeps looking at the list of 2 keys like is confused.
· After a request from the friend, the participant created another key then sent another encrypted email with the sensitive info.
· After another request from the friend, the participant made ANOTHER password key and sent a short message, I think with the password in it.
· Friend asked the participant to encrypt the password
· Had to prompt the participant to try again, but use a different password. 
· Sent another one, meaning to encrypt it with the new password, but one of the old passwords was still selected to use for encryption.
· Somehow, everything worked and the participant received a reply from the friend.
· On the final confirmation reply, she couldn’t figure out how to select the text box to write your message in.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model




	Date:
	05/23
	Time:
	4PM
	Participant:
	[bookmark: _3j9ohhkyvttn]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· 

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	

	· (reply letting Johnny know they’ve got it installed):
· “Should I turn encryption on, or leave it off?”
· “Normally I’d leave it off, since I’m not sending any sensitive information here.”
· [told him to do what he normally would do, so it was sent unencrypted]
· “Man this is cool.”
· Replied with conf code, but moved to regular compose window. Darn glad that works.
· “This is so cool. And it’s just gonna be in a simple add-on, eh?”
· Did not receive reply over email; sent via hangouts
· Everything that’s Strongly Disagree in PGP post-task survey is Strongly Agree

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	· Tried signing in with old account, told him to use new one
· Somehow he triggered like three signup emails
· Had to show him how to pick the latest confirmation email out of that thread.
· Should expose the actual URL in the body so Gmail doesn’t collapse the whole thing.

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	Hangouts, Email, Text, and Phone

	· Tried to reply to encrypted email asking for password, couldn’t figure it out
· Eventually tried “Compose”, that’s working now
· Deactivated encryption
· Then just asked for it over Hangouts
· Asking Johnny for password via Hangouts
· Trying passwords, they’re not working
· Responding via Hangouts to that effect
· “It seems there’s a disconnect.”
· Jane asked Johnny to send the password encrypted
· Probably because he was familiar with PGP where no password was needed
· Eventually we Johnny redo the task, pick a new password
· “Shouldn’t it be prompting again and again? It stays decrypted?”

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model






[bookmark: _2227zdidhwjh]05/23 - 1PM

	Date:
	05/23
	Time:
	1PM
	Participant:
	[bookmark: _15zqd3pjl89z]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· Missing details of mental models

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No

	· Checked other email before starting the task
· Participant wondered if she would be stuck with the tool after the study.
· Interested by unencrypted preamble
· Wondered if other participant was already installing \mg when no receiver prompt came up. Was instructed to do what participant thought was best. Ended up sending the instructional email.
· Patiently waited for the reply email (Must have actually read the error message :))

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No

	· Wondered if had to sign up again.

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· Asked if password entry was CAP sensitive
· Screen froze when message from Jane came in. Restarted tab and it was fine

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· PGP is less convient.
· Other





	Date:
	05/23
	Time:
	1PM
	Participant:
	[bookmark: _w1wojkrxzk2]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· We should discuss if the PGP answer is correct

	PGP

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; only the people I send them to, recipient email

	· 

	IBE

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; only the people I send them to, recipient email

	· Tried logging into website account with old password
· Told her we wiped the server, it’s as if it’s a brand new site.

	Password

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	Text

	· Replying to password text message after reply sent via email
· Was able to compose unrelated email, without encryption enabled, while waiting for reply from Johnny
· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Before you encrypt or decrypt a message, you see a big wall of gobbledygook. What do you think when you see that?
· Thought it was processing through its ‘encrypting code’
· Didn’t have an issue with it
· Would be cool if it was shorter, but wasn’t super annoyed
· Thoughts after explaining security model
· No change.
· Passwords don’t require a second account.
· Other






[bookmark: _ksk77fz13q9j]05/23 - 12PM

	Date:
	05/23
	Time:
	12PM
	Participant:
	[bookmark: _qw3ub2d2zxst]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· Missing details of mental models

	PGP

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	

	· Tried to just login to MessageGuard server, figured out needed to sign up again. 
· Reread compose tutorial
· Got the PGP receiver needed prompt, but did not click “here” to create instructional message the first time. Kept clicking send 2 or 3 times trying to send the message, but kept getting the prompt. Makes me wonder if she read the whole error message. Too much text?

	IBE

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	

	· Participant breezed through it.
· Sent a final encrypted confirmation.

	Password

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	Text

	· Skipped over “Choose Password” dialog in tutorial.
· Sent several email messages to each other.
· Made sure to select password key before sending final encrypted reply.
· 

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Like passwords even more.
· Other
· With both - Nervous at first with the two person study. Good experience. Both liked passwords. IBE, and PGP required accounts and not quite a fan of that. Feels safer with passwords (Talking outside of the message adds a feeling of a security)





	Date:
	05/23
	Time:
	12PM
	Participant:
	[bookmark: _uxocrl8sm9b8]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	

	· 

	PGP

	Order:
	
	Mistake?
	

	Correct Mental Model?
	No; Whoever downloads the messageguard extension

	· Somehow he circumvented the initialization page,
· It’s a good thing he went back to it

	IBE

	Order:
	
	Mistake?
	

	Correct Mental Model?
	No; Whoever downloads the messageguard extension

	· “Once I get a message, do I do something, or just wait it out?”
· “Just behave however you normally would.”

	Password

	Order:
	
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	

	· Didn’t have password, (I assume) sent email asking for it. Later checked his Apple Watch

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· How did you decide on your MessageGuard website password?
· Just made up
· Thoughts after explaining security model
· Other






[bookmark: _46ej55nxbjrl]05/23 - 11AM - Reject
Google changed their interface. Fixed prototypes during this hour.


[bookmark: _c5b6i0nwbt7x]05/23 - 10AM - Reject

	Date:
	05/23
	Time:
	10AM
	Participant:
	[bookmark: _1w802jhct631]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· Google changed their interface. Broke PGP

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	· Closed compose tutorial immediately
· Opened compose window, enabled encryption, message said “Initializing…”, waited for 10 seconds then closed the compose window, opened again, got the same message, pushed F5 and that didn’t work.
· Couldn’t get it to work, had to dump this last part of the study.

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; thought only receiver could read it.

	· Composed email then took some time to inspect the IBE key btn, then hesitated, hovering over the send encrypted button before pushing it.
· While waiting for the reply, opened an email from the last system and got the red error screen

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; thought only receiver could read it.

	How was password sent?
	Text

	· Created a key with the add key button
· Might have closed tutorial prematurely
· When exploring interface, clicked on key button wondering what it was.
· Exchanged many casual unencrypted emails throughout the study. 
· GMail froze during the read tutorial
· Opened a new thread to send final reply, so it wasn’t encrypted.

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· Thoughts after explaining security model
· Other




	Date:
	05/23
	Time:
	10AM
	Participant:
	[bookmark: _hcn8bawvqce2]Jane

	Read entire tutorial?
	Read:
	 
	Compose:
	

	· 

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	

	· 

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; only the recipient

	· 

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	No; only recipient

	How was password sent?
	Text

	· Read packaged message carefully before proceeding to website.
· Carefully reading extension install prompt as well
· Both Johnny and Jane’s read tutorials froze the page
· Had them open new tabs

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· What concerns did you have with the extension install prompt?
· Wasn’t sure what “can read your data across all websites” meant
· Would have gone on to install only if a trusted friend would have done it
· Thoughts after explaining security model
· Other






[bookmark: _8mhbi2g268l9]05/23 - 9AM

	Date:
	05/23
	Time:
	9AM
	Participant:
	[bookmark: _a479ixk42qfo]Johnny

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· Johnny is a psychology student who does user studies. Makes her a little bit primed.
· Doesn’t read the survey the best…
· Liked passwords the best, but I think it is the system that took them the longest.
· Thought it was great that we have secure email now.

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; steal their computer so they could sign into their email


	· Still re-read tutorial.
· Used the instruction email to inform friend

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; steal their computer so they could sign into their email

	· Read through the tutorial much faster
· Long hesitant click on send encrypted for first message

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	

	How was password sent?
	YesIn person

	· Added a pretty long greeting.
· Clicked out of first warning to add password.
· Little confused what to do. Eventually click on add password. Named it.
· Calling with password. Would have done it in person in real life.
· Didn’t answer phone. Did it in person.
· Friend replied without encryption asking if needed MessageGuard. Reply only allows encryption. Had to open a new compose dialog to tell her friend she does need to install MessageGuard.
· Was about to send a final encrypted confirmation reply, but looked at the two different password keys with confusion. Then just decided to use an unencrypted compose.

	Post-study Interview

	New favorite system
	Passwords

	· Questions to ask post-survey
· What confused you when you tried to reply to your friend in the password task? How would you have changed stuff?
· A little disjointed encrypting a reply to an unencrypted reply of an encrypted email.
· Thoughts after explaining security model
· Would still prefer passwords
· Other




	Date:
	05/23
	Time:
	9AM
	Participant:
	[bookmark: _gwclcu3g9mxa]Jane

	Read entire tutorial?
	Read:
	 Yes
	Compose:
	Yes

	· “I don’t think we’ve ever actually exchanged emails before; we just do things over text.”
· “I’ve never actually done [user studies], but normally I’m the one giving them.”

	PGP

	Order:
	3
	Mistake?
	

	Correct Mental Model?
	No; anyone who has logged into Gmail on same computer

	· 

	IBE

	Order:
	2
	Mistake?
	

	Correct Mental Model?
	No; anyone was has logged into Gmail on same computer

	· Began reply to original encrypted email, but canceled before writing anything, and switched to regular compose

	Password

	Order:
	1
	Mistake?
	

	Correct Mental Model?
	Yes

	How was password sent?
	In person

	· “Normally I wouldn’t [install things]...”
· Replying to encrypted body, without clicking install
· Can’t read what she wrote
· Waited for reply from friend before proceeding to download page
· Didn’t reply, clicked around before composing new email
· Adding a new password, even though the previous one was already in-place
· (not sure it got auto-selected though, might’ve just been added to the list of available passwords. Something to fix)
· Survey: wrong ssn must’ve been typed or written somewhere, had to fix

	Post-study Interview

	New favorite system
	

	· Questions to ask post-survey
· You had an aversion to replies, and opted to send emails using “compose” only. Why was that?
· Encrypted reply wouldn’t let you do a greeting
· But, realized that after the second time it auto-decrypts, so you didn’t need that
· Thoughts after explaining security model
· Other
· Passwords confused, what is this program, why do I need it, but the next email cleared it up



