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Abstract—Two-factor authentication (2FA) significantly
improves the security of password-based authentication.
Recently, there has been increased interest in Universal 2nd
Factor (U2F) security keys—small hardware devices that require
users to press a button on the security key to authenticate. To
examine the usability of security keys in non-enterprise usage,
we conducted two user studies of the YubiKey, a popular line
of U2F security keys. The first study tasked 31 participants
with configuring a Windows, Google, and Facebook account to
authenticate using a YubiKey. This study revealed problems
with setup instructions and workflow including users locking
themselves out of their operating system or thinking they had
successfully enabled 2FA when they had not. In contrast, the
second study had 25 participants use a YubiKey in their daily
lives over a period of four weeks, revealing that participants
generally enjoyed the experience. Conducting both a laboratory
and longitudinal study yielded insights into the usability of
security keys that would not have been evident from either
study in isolation. Based on our analysis, we recommend
standardizing the setup process, enabling verification of success,
allowing shared accounts, integrating with operating systems,
and preventing lockouts.

Index Terms—two-factor authentication, hardware tokens,
usability, longitudinal study, YubiKey

I. INTRODUCTION

Passwords are the most widespread form of user

authentication on the web today [1]. Although there are

numerous proposals to replace passwords, none have matched

their deployability nor their usability [2]. Still, passwords come

with significant security and usability problems. For example,

users struggle to create and remember strong passwords [3],

[4], developers fail to properly secure stored passwords [5],

[6], and password phishing is regularly successful [7].

To address the limitations of password-based authentication,

many have advocated for a switch to two-factor authentication

(2FA) [2], [8]. 2FA improves upon password-based

authentication by requiring that in addition to proving

knowledge of their password, a user must also prove possession

of a trusted hardware device (the second factor). Even if an

attacker steals a user’s password, they will be unable to use it

by itself to impersonate the user.

At the forefront of the push for 2FA is the FIDO Alliance

and their Universal 2nd Factor protocol (U2F) [9]. The U2F

protocol—which already has broad support and is available

in systems used by 1.5 billion people [10]—is currently

implemented by security keys. A security key is a hardware

device that authenticates the user after the user presses a

button on the security key [8]. The button tap is a test of

user presence and prevents malware on the host device from

using the security key surreptitiously. Most commonly, security

keys are designed to be plugged into a USB port, though

they can also communicate with other devices using wireless

protocols (e.g., NFC, Bluetooth).
U2F security keys are designed to be easy-to-adopt and

use in day-to-day life, while protecting users against phishing

and man-in-the-middle attacks [8]. Lang et al. [8] previously

demonstrated that security keys are highly effective in enterprise

environments. In this paper, we conduct the first studies

exploring whether security keys are sufficiently usable for

day-to-day usage by non-enterprise users. While there are

many different security keys (e.g., NitroKey, OnlyKey, U2F

Zero, AdaFruit), we used three of Yubico’s security keys for

our studies (YubiKey 4, YubiKey NEO, and YubiKey Nano).

These devices most closely resemble the security keys used in

Lang et al.’s study, and Yubico’s security keys have received a

significant amount of media and industry attention. Still, our

results are largely applicable to U2F, and to a lesser extent

2FA.
We first conducted a laboratory study with 31 participants,

investigating whether unassisted novice users could configure

Google, Facebook, and Windows 10 accounts to authenticate

using a YubiKey. This study revealed that there are significant

impediments for novice users when setting up their accounts

with 2FA in general and YubiKeys in particular. In general,

the participants viewed YubiKeys as largely unusable.
We then conducted a longitudinal study with 25

participants, exploring the usability of YubiKeys for day-to-day

authentication to the participants personal Google, Facebook,

and Windows 10 accounts over a period of four weeks.

Importantly, study coordinators helped participants set up the

YubiKeys in order to avoid having the poor setup process bias

participants’ views of the daily usability of a YubiKey. In

contrast to the first study, users were very positive regarding

YubiKeys and 2FA in general.
The contributions of our work are as follows:

(1) First user studies of security keys for unassisted,
non-enterprise users. Our work shows that the

non-enterprise setup experience was significantly worse

than the experience described by Lang et al. [8]. Still,

day-to-day usability seems to be comparable in the
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enterprise and non-enterprise settings. Taken together,

these results demonstrate that security keys could be a

viable 2FA option for non-enterprise users if the U2F

setup experience can be sufficiently improved.

(2) First to separately study 2FA setup and daily-use. Prior

work has either explored only one of the two phases or has

examined both phases in a single study. Our work revealed

that each phase has unique usability challenges and both

phases must be studied in order to fully understand the

usability of 2FA systems.

(3) Recommendations for usability improvements. Both

the laboratory and longitudinal studies revealed several

areas where users either struggled to set up and use a

YubiKey, or where the general user experience could

be improved. Based on our observations and participant

feedback, we offer several concrete suggestions for

improving the usability of security keys and 2FA in

general. For example, many of our participants were

hindered by outdated and overly dense documentation.

Instead, we recommend that systems provide more active

forms of documentation, such as the 2FA wizard approach

that Google provides.

II. RELATED WORK

Prior work on the usability of two-factor authentication

includes laboratory studies, longitudinal studies, and surveys.

A. Laboratory studies

Piazzalunga et al. [11] compared the usability of smart cards

and two different kinds of USB security tokens. Ten participants

were tasked to install drivers, install software, and send an

encrypted email using them. The basic USB security token

only included the cryptographic material, while the advanced

USB security token also included digital instructions, drivers,

and relevant software on the device. Both USB security tokens

were faster to use, required less simulated customer service

requests, and resulted in fewer errors than traditional smart

cards.

Weir et al. [12] conducted a within-subject comparison of

three hardware code generators under evaluation by a bank in

the UK. The first system generated a code with the push of a

button, the second required inserting the user’s bank card into

the code-generating device, and the third required inserting

the user’s bank card and entering their PIN using a scroll

wheel mechanism. Two-thirds of the participants preferred

using the push-based system, despite considering the other two

systems to be more secure. In a similar study, Weir et al. [13]

conducted an in-lab study of three authentication systems

including SMS-based 2FA and the push-button hardware code

generator used in their previous study. In this study, participants

preferred the SMS-based system. While these studies included

hardware-based 2FA for non-enterprise users, they did not

include security keys.

Gunson et al. [14] conducted a laboratory study of 2FA in the

context of automated telephone banking. Although users felt

more secure while using 2FA, they reported that the system

had low usability. Participants in this study were asked to

authenticate to a simulated telephony banking system using

a hardware code generator. Users disliked having to carry a

physical token with them and were unsure of how the token

improved the security of traditional knowledge-based questions.

Trewin et al. [15] conducted a user study to compare various

forms of smartphone-based biometric authentication methods

including voice, facial recognition, gesture, and combinations

of these methods. In general, participants responded negatively

to voice-based authentication and combinations of biometrics.

On the other hand, participants were positive towards facial

recognition and gesture-based authentication.

Karapanos et al. [16] proposed a new form of reduced

interaction 2FA, called Sound-Proof, which authenticates

users based on proximity to a mobile device. The system

authenticates a user by matching the ambient sound recorded

near a computer and a mobile phone. User study results of this

system found Sound-Proof to be more usable than the Google

Authenticator app.

B. Longitudinal studies

Lang et al. [8] describe the design and implementation of

hardware security keys that are the precursor to U2F security

keys and are nearly identical to the devices used in our

study. Using the attribute-based evaluation scheme described

by Bonneau et al. [2], they argue that security keys ought

to have usability similar to that of passwords while offering

additional security benefits. Additionally, they conduct several

internal user tests with Google employees, finding that the

total amount of time spent authenticating decreased markedly

compared to their current system based on one-time passcodes

(OTP). Furthermore, they report a reduced number of support

incidents over the long-term after deploying the security keys.

Our study differs from the Lang et al. study because we were

primarily concerned with how users without an IT support

department would view security keys. We also report qualitative

data from participants’ experiences and calculate a System

Usability Scale (SUS) score that can be used to compare

against other authentication techniques [17].

Krol et al. [18] conducted a longitudinal study with 21

individuals already using 2FA as part of the authentication

process for several UK banks. Participants used a variety of

2FA systems, including card readers, hardware code generators,

SMS, phone calls, and smartphone authenticator applications.

The participants began an 11-day study with a preliminary

interview and ended the study with a follow-up interview. As a

part of the study, participants were asked to create an entry in

an authentication diary each time they needed to authenticate.

These entries included the time, the reason, and any problems

they encountered when they needed to authenticate. Many

participants had a strong dislike for specialized hardware code

generators required for 2FA, and in some cases reported they

accessed their information less frequently or even changed

banks because of the increased effort of using the devices.

Additionally, several participants mentioned getting confused

because of the inconsistent terminology used by online banks.
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C. Surveys
De Cristofaro et al. [19] conducted a Mechanical Turk survey

of online users already using 2FA. They analyzed their findings

by grouping users into overlapping groups who use hardware

tokens, SMS/email, and authentication apps. SMS was the

most common for personal accounts; hardware code generators

were the most common for business. The survey included a

standard System Usability Scale (SUS) questionnaire [20], and

in contrast to many previous studies of 2FA, participants gave

a high rating to all the systems in the study. Even though USB

tokens were included in the questionnaire, all hardware tokens

are grouped together for the data analysis and reporting. This

means the results are not fine-grained enough to be conclusive

regarding the usability of USB tokens, which differ from

smartcards and commercial code-generating tokens in the same

category.
Strouble et al. [21] administered a 40-question survey

inquiring about the usability and productivity impact of using a

Common Access Card (CAC) as a 2FA method to military and

civilian members of the United States Air Force. The survey

showed that those who were required to use a CAC and CAC

reader to read email remotely gave lower usability scores than

those who were not required to do so. Also, more than half

of the participants stated that they had left their CAC plugged

into their work computer at least once. Leaving the CAC at

work is especially problematic because a CAC also doubles

as an official military ID that is required to gain entry to a

military base. They estimate a loss of 261 work-years per year

in productivity because of forgotten CACs.

D. Methodology
Egelman et al. [22] interviewed 28 smartphone users to

investigate phone locking practices and motivations. They

inductively coded these interviews to identify users’ rationale.

Utilizing these results and those of two following studies,

they found that while users appeared to be making rational

choices, those choices were founded on faulty assumptions.

They then gave suggestions to better communicate the risks

involved with not locking a phone. Our study employed a

similar methodology by using more than one study, analyzing

qualitative results through inductive coding, and offering

relevant recommendations.

III. SYSTEM OVERVIEW

U2F security keys are hardware tokens that are used to

authenticate users after they press a button on the security

key.1 Security keys come in a variety of form factors with most

plugging into a device’s USB port, though the U2F protocol

also supports wireless communication with the host device

(e.g., NFC, Bluetooth).
Security keys improve on the security of alternative

authentication methods in the following ways:

(1) Password-based authentication. Security keys are a

form of 2FA, preventing an attacker who steals a user’s

passwords from gaining access to that user’s accounts.

1This button is not required to be a biometric sensor.

Fig. 1. From left to right: a YubiKey NEO, a YubiKey Nano, a US quarter
dollar coin, and a YubiKey 4

(2) One-time passcodes (OTP). OTP provides two-factor

authentication, but is susceptible to man-in-the-middle

attacks that intercept and replay a user’s passcodes [23].

Security keys use a challenge-response scheme that is

resistant to these types of man-in-the-middle attacks [8].

(3) Smart cards. Smart cards provide many of the benefits

of security keys, but are vulnerable to usage by malware

as long as they are plugged into the system. In contrast,

security keys require that the user acknowledges each

authentication attempt, protecting the security key from

surreptitious usage and helping the user detect possible

attacks.

An increasing number of services currently support

security keys, and our studies focus on two of the largest

services—Google and Facebook. We also wanted to test 2FA

on a major desktop platform, but neither Windows 10 or MacOS

has native support for U2F security keys. Still, Yubico does

provide software that allows the user to use a YubiKey to

authenticate to the OS, and we chose to test the Windows 10

versions of this software. In the remainder of this section, we

describe how a YubiKey worked with each of these services

at the time of our studies.

In our studies of security keys, we had participants use three

different devices: a YubiKey 4, a YubiKey NEO, and a YubiKey

Nano (see Figure 1). Each device has a capacitive sensor that

users tap to authenticate with the device—the gold disc in

the center of the YubiKey 4 and YubiKey NEO, and the gold

nub on the end of the YubiKey Nano. The YubiKey 4 and

YubiKey NEO are largely identical, except that the NEO also

supports NFC communication with devices, though we didn’t

explore this capability in our studies. The YubiKey Nano is

designed to sit within the host device, with only the capacitive

nub extending outside the USB port.

A. Google

Google provides a guided wizard to assist users in enabling

2FA for their accounts and setting up their security keys. This

wizard is launched from the “Sign In and Security” page found

in the user’s account settings. Before setting up a security
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key, the wizard requires that users first set up 2FA using a

phone number; this is used as an account recovery option if

the security key is unavailable. After registering their phone

number, the wizard presents users with the option to add a

variety of 2FA devices, including a button to “Add a security

key.” After clicking this button, the wizard then helps users

register their security key with Google. At the end of the

process, the wizard informs users that their security key is now

ready for use.

In the future, when the user authenticates to Google, they

will first enter their username and password as usual. After

credential verification, the user is then prompted to insert their

security key and tap the button on the security key. By default,

Google will then remember the device for several days and

not require the YubiKey during authentication.

B. Facebook

Facebook provides a guided wizard to help users set up

their security keys, but in contrast to Google’s wizard it

does not assist users in enabling 2FA on their account. To

launch the security keys wizard, users would first navigate to

the “Two-Factor Authentication” menu within the “Facebook

Settings menu,” and then click the link for adding a security

key.

The lack of guidance regarding enabling 2FA led to two

significant differences between Google and Facebook’s setup

process. First, users were not automatically prompted to set

up a recovery 2FA scheme (SMS-based or the Facebook

authenticator app); without enabling these recovery schemes,

users cannot enable 2FA for their Facebook account. Second,

users were not made aware that in addition to registering their

security key, they would also need to separately enable 2FA

on their accounts before Facebook would prompt them to use

their security key.

After correctly setting up their security key and enabling

2FA, the authentication experience on Facebook was largely

similar to that of Google.

C. Windows 10

Windows 10 does not natively support authentication using

security keys, but Yubico has built two applications that add

this functionality: the Windows Logon Authorization Tool and

YubiKey for Windows Hello.

To configure their account with the Windows Logon
Authorization Tool the user takes the following steps: First, the

user needs to ensure that they have a local Windows account,

not a Microsoft account2 (the default account type); if the

user has a Microsoft account, they need to first revert their

account to a local Windows account. Second, the user needs

to install the YubiKey Personalization Tool and use it to add an

HMAC-SHA1 challenge-response secret; this field is somewhat

difficult to locate within the personalization tool (see Figure 2).

Third, the user needs to ensure that they have installed the

legacy .NET 3.5 framework, after which they then install the

2https://account.microsoft.com/account/faq

Fig. 2. Users were required to configure the YubiKey to use HMAC-SHA1 with
the YubiKey Personalization Tool before it could be used with the Windows
Logon Authorization Tool

Windows Logon Authorization Tool. Fourth, and finally, the user

registers a YubiKey with the Windows Logon Authorization
Tool before restarting their computer. If the user accidentally

restarts their computer between the third and fourth steps, it

is possible that they will become locked out of their accounts

since authentication now requires a YubiKey, but they have

not yet registered one with the tool.

After the full setup, the user will first select their account

and enter their password as usual. When these credentials

are verified, if the user’s YubiKey is already inserted, they

will be immediately logged in without any further action on

their part. If the YubiKey is not already inserted, the user

is prompted to insert it. The prompt is incredibly vague,

only displaying the words “Status:” under the password bar.

Authentication succeeds once the user inserts the YubiKey.

Importantly, Windows 10 YubiKey authentication is not U2F

compliant, as the user does not need to press the button on the

YubiKey, and more closely resembles traditional smart card

2FA.

The second tool, YubiKey for Windows Hello, requires far

fewer steps to set up than the Windows Logon Authorization
Tool. All the user must do is install the application, create a

PIN for their Windows account, and register a YubiKey with

the application. Following the set up of YubiKey for Windows
Hello, users still enter their standard Windows credentials to

log into Windows after their computer first starts up, but can

subsequently insert the YubiKey (no tap required) or enter their

PIN in place of entering their password to re-authenticate at the

lock screen—for example, after the computer wakes from sleep.

Unlike the Windows Logon Authorization Tool, YubiKey for
Windows Hello is still single-factor authentication, replacing

something the user knows (password or PIN) with something

they have (YubiKey).

IV. MEASURING SETUP USABILITY—METHODOLOGY

There are two dimensions to the usability of security keys:

setting up the security key and using the security key in daily

life. In this section, we describe our laboratory study to evaluate
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the ability of non-expert users to set up a security key without

any assistance from a study coordinator. In Section VI we

explore the day-to-day usability of security keys. Both of these

studies were approved by our institution’s IRB and the data

gathered from each is available at https://isrl.byu.edu/data/

sp2018/.

A. Study Design

The laboratory study ran for two weeks—beginning June

15, 2017, and ending June 26, 2017. In total, 31 participants

completed the study and each was compensated $15 USD. The

study ran between 25 and 70 minutes.

At the beginning of each study, participants were provided

with a YubiKey 4 in its original packaging. Participants were

then directed to use the next 5 minutes to learn about the

YubiKey by accessing the Internet on a laboratory desktop

computer. This was intended to compensate for the fact that

most participants had no prior experience with a YubiKey and

that in real life, users would have read about YubiKeys before

purchasing one and receiving it in the mail.

Participants were then given three tasks: set up the YubiKey

to be used as part of the login process for Google, Facebook,

and Windows 10. An enumeration of the six possible task

orderings was created and shuffled. Each participant was

sequentially assigned to one of the task orderings (i.e., P1–P6

each used a different ordering, P7 used the same ordering as P1,

etc.) Approximately 15 minutes were allocated for each task.

Participants completed these tasks using account credentials

provided by the study coordinator; the provided Windows 10

account was a local Windows account not linked to a Microsoft

account. To mimic the user’s normal computing environment,

all major browsers (Google Chrome, Opera, Mozilla Firefox,

Microsoft Edge, and Internet Explorer) were available, even

though only Google Chrome and Opera supported U2F at that

time. Participants had open access to the Internet, but at no

time did they receive assistance from the study coordinator in

setting up the YubiKey.

During the study, coordinators took notes on any sources the

participant used both during the orientation period and while

attempting to complete each task. We also captured audio

and screen recordings for each participant. Participants were

instructed to inform the coordinator when they completed the

task. Coordinators noted specifically whether the participant

was successful at configuring the YubiKey for each system.

If the task took overly long (20 minutes), participants were

asked to abandon the current task and move onto the next

task. Participants were also allowed to move on if they decided

they could not complete the task. If the participant was not

successful, then the coordinator also noted the reason for the

failure (for instance, the participant ran out of time, followed

incorrect documentation, etc.)

After the participants had completed all three tasks, they

answered a three-part survey. The first part of the survey was the

standard System Usability Scale (SUS) [20], [24] questionnaire,

consisting of a ten-item Likert scale. We chose to calculate a

single SUS score at the end of the three tasks rather than after

each because we wanted to transcend the current interfaces of

each service to understand the overall usability of YubiKeys.

We also wanted to ensure sufficient time for the participant to

try all the systems and to avoid survey fatigue.

The second portion of the study’s survey contained six

additional Likert items inquiring about attitudes toward

YubiKeys. The survey concluded with a few free-response

questions and some basic demographic questions. These

questions were coded by two researchers to report the quantities

we present in our results.

B. Recruitment

We recruited 32 participants using posters (available in the

appendix) in dozens of locations across the Brigham Young

University campus. We requested that participants have prior

experience with Facebook, Gmail, and Windows 10 to help

ensure that the usability results reflected the experience of

setting up the YubiKey and did not result from a lack of

experience with any of the three systems. Of the initial 32

participants, one arrived so late that they did not have sufficient

time to properly attempt all three tasks. Because of this

substantially differing treatment, this participant’s data was

ultimately excluded from our results, leaving a total of 31

participants, referred to hereafter as A1–A31.

C. Demographics

Participants in our study skewed male: male (22; 70%),

female (9; 29%). Nearly all were young adults: 18–25 years (25;

80%), 26–35 years (4; 12%), 46–55 years (2; 6%). Two-thirds

of the participants had completed some college but did not yet

have a degree: some college with no degree (20; 64%), associate

degree (2; 6%), bachelor’s degree (5; 16%), post-graduate

degree (4; 12%). Four in ten were currently using a 2FA

solution: currently using 2FA (13; 41%), previously used 2FA

(6; 19%), have never used 2FA (12; 38%). Most participants

reported having an intermediate level of computer expertise:

beginner (9; 29%), intermediate (18; 58%), advanced (4; 12%).

D. Limitations

Since the study was conducted in a laboratory, participants

may not behave the same as they would in the real world. The

study population was drawn from a college campus, so the

results are not generalizable. Future research could replicate

this study with different populations to gain additional insights

into the usability of security keys. Participants were not using

their personal accounts or machines, which may have affected

the user’s ability to properly set up the YubiKey. Still, this was

necessary to prevent users from accidentally locking themselves

out of their accounts.

V. MEASURING SETUP USABILITY—RESULTS

Table I reports how many users were able to set up the

YubiKey with each service (Google, Facebook, Windows 10).

We begin by reporting what resources our participants consulted

in their self-orientation. Then, based on study coordinator notes

and audio/video recordings we describe the common problems
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N=31 %

Google

Success 26 83%
Correctly identified completion 22 70%

Failure 5 16%

Facebook

Success 10 32%
Correctly identified completion 6 19%

Failure 21 67%
Registered YubiKey without enabling 2FA 12 38%

Windows 10

Success 12 38%
Set up the Windows Logon Authorization Tool 5 16%

Set up YubiKey for Windows Hello 7 22%

Failure 19 61%
Failed to set up the Windows Logon Authorization Tool 9 29%

Failed to set up YubiKey for Windows Hello 5 16%

Locked out of the computer 6 19%

TABLE I
LABORATORY STUDY SUCCESS RATES

encountered by participants. Finally, we report on the overall

SUS score, the responses to the post-study survey, and other

qualitative feedback from participants.

A. Self-Orientation

Even though we instructed the participants to learn about

YubiKeys on their own without any specific direction from

us, they were fairly consistent in where they went to learn

about YubiKeys during the self-orientation. Participants rarely

accessed the large printed URL on the shipping envelope,

but rather used the Google or Bing search engines to locate

YubiKey information. Most of them navigated to Wikipedia’s

entry on YubiKeys3 and to various internal pages/content on

Yubico’s web site.4 Several participants watched one of two

videos5,6 on the Yubico website. A couple of the participants

found other resources and one participant installed the YubiKey
for Windows Hello app.

B. Google

Most participants (26; 83%) successfully configured the

YubiKey to work with the Google account. Four of the

participants (4; 12%) reported being unsure whether they had

finished setting up the YubiKey, while twenty-two participants

(22; 70%) correctly finished and did not move ahead with

uncertainty. Two of these participants logged out and back

in several times after they had configured the YubiKey to

test whether or not it was working; unfortunately, neither

participant noticed that “don’t ask for the security key again on

3https://en.wikipedia.org/wiki/YubiKey
4https://www.yubico.com
5https://player.vimeo.com/video/201088517
6https://player.vimeo.com/video/137100978

Fig. 3. The Facebook popup displayed to users after registering their security
key. However, users are not able to use their security key at this point unless
they had also enabled 2FA in their account settings.

this computer” was automatically selected on their first login,

leaving them confused as to why subsequent logins didn’t

require the YubiKey. The third participant tried registering

additional 2FA systems with their account, and the fourth

tried restarting their computer. Despite their uncertainty, all

participants had in fact set up the YubiKey correctly for Google.

Of the five participants (5; 16%) who failed to complete this

task, four enabled the phone number-based 2FA but failed to

notice the “Add a security key” link. Of these four participants,

only one thought that they had succeeded after setting up phone

number-based 2FA.

C. Facebook

Only a third of the participants (10; 32%) successfully

configured the YubiKey to work with their Facebook

account. Even successful participants had difficulty navigating

Facebook’s website to find the options to enable security keys.

While there are instructions on Yubico’s website for setting

up a YubiKey with Facebook, they are out-of-date and only

caused more confusion for users.

Over half of the participants that failed to complete this task

(12; 38%) successfully registered the YubiKey with Facebook

but did not properly configure 2FA on the account. There were

two primary causes for this disconnect. First, Facebook requires

that users set up phone number-based or code generator-based

2FA before allowing users to use a security key. Second, even

if users properly registered 2FA for their account, it would be

inactive until the participant also “enabled” 2FA in the account

settings. Both of these problems were especially hard to detect

as the Facebook interface told users that they were ready to

use their security key when they were done registering it (see

Figure 3), regardless of whether they had completed the other

two steps to correctly set up 2FA for the account.

Participants also struggled to test whether the YubiKey was

set up correctly. If users attempted to log out and back in several

times to test the YubiKey, they would only be prompted to

use it on the first attempt. After that, Facebook would store a

cookie in the browser that indicates that security key login was

no longer needed on the device. This is similar to Google’s

technique, but without the option to opt-out of having the device

remembered. Ultimately, this prevented four participants (4;

12%) from being sure whether they had properly set up the
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Fig. 4. .NET 3.5 was required to install the YubiKey software

YubiKey. As with Google, each uncertain user had configured

the key correctly.

D. Windows 10

In total, twelve participants (12; 38%) successfully set up

the YubiKey to work with their Windows accounts. Twenty-one

participants (21; 67%) attempted to set up the YubiKey using

the Windows Logon Authorization Tool and five succeeded,

giving a success rate of 24% for this tool. In contrast, twelve

participants (12; 38%) attempted to use YubiKey for Windows
Hello and seven succeeded, giving a success rate of 58% for

this tool.7

The differences in success rates can be attributed to the high

complexity of setting up the Windows Logon Authorization Tool
(see Section III). Especially problematic was the requirement

that users set up .NET 3.5. When the Windows Logon
Authorization Tool installer detected that .NET 3.5 was not

installed, it would prompt users to install it (see Figure 4).

Unfortunately, clicking on “Yes” would take users to a dead

link, requiring the users to manually discover where to obtain

the .NET 3.5 installer.8

Finally, six participants (6; 19%) locked themselves out

of their computers while attempting to setup the Windows
Logon Authorization Tool (more than successfully enabled

YubiKey using that tool). This occurs because the Windows
Logon Authorization Tool allows users to enable YubiKey

authentication without requiring the user to register a YubiKey.

This was especially likely to happen as after installation the

Windows Logon Authorization Tool would immediately prompt

users to enable YubiKey authentication: “YubiKey Logon is not

enabled. Do you want to enable it? (Yes/No).” After selecting

“Yes,” users were then shown a dialog informing them “YubiKey

Logon enabled, please reboot the computer for settings to take

effect.” Participants who immediately obeyed this message

and rebooted the computer were locked out of their accounts,

having failed to notice the GUI element that would have allowed

them to register the YubiKey before rebooting. This experience

was especially annoying to participants, with one participant

exclaiming, A6: “Now I can’t get onto my own computer—and
I’m out $50.”9

7Three participants attempted to setup both the Windows Logon Authorization
Tool and YubiKey for Windows Hello and one participant attempted neither.

8This problem has since been fixed.
9The price to purchase a YubiKey 4.
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Fig. 5. Participant responses to statements about the YubiKey

While the study did not require participants to restore access

to their Windows accounts, it is possible to do so through

safe mode, as long as YubiKey authentication has not also

been enabled for safe mode (not the default). If YubiKey

authentication has been enabled for safe mode, then the user

would have to either re-install Windows altogether or attempt

to change a Windows registry key via a recovery terminal.

This is especially problematic as installing the Windows Logon
Authorization Tool requires that users disconnect their Microsoft

account, disconnecting any cloud storage of settings that may

have initially been stored there.

E. SUS

After completing all three tasks, participants evaluated the

YubiKey 4 using the System Usability Scale (SUS). It received

a mean score of 49.7 and a standard deviation of 16.8. Based

on comparisons to other systems and contextual descriptions

provided by Bangor et al. and Sauro et al. [25], [26], [27],

[28] (see Figure 8 available in the appendix), this SUS score

falls between the 0th and 15th percentiles, is considered “not

acceptable,” and receives a F grade.

F. Likert Items

Participants were also asked to rate the following six

statements about the YubiKey using a 5-point Likert item:

Q1 I would like to keep using a YubiKey.

Q2 I would not always be able to find my YubiKey when I

needed to log in.

Q3 I could easily keep YubiKey around me to use whenever

I log into all my accounts.

Q4 Using the YubiKey got easier to use by the second or

third time I set it up.

Q5 It would be worth the extra work to use the YubiKey to

protect my personal accounts.

Q6 I would rather get a code texted to my phone than use a

YubiKey.

Responses are summarized in Figure 5. Interestingly, half

of the participants (17; 54%) indicated that they would be

willing to accept YubiKey’s poor usability if it really could

better protect their accounts (Q5). This likely explains why

even though YubiKey received such poor SUS scores a third

of the participants (11; 35%) were willing to continue using it
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(Q1) and just over a third (13; 41%) preferred it to SMS-based

2FA (Q6).

Most participants (20; 64%) also felt that setting up the

YubiKey got easier after the first setup experience (Q4).

Additionally, most participants (19; 61%) felt they would have

little difficulty carrying the YubiKey around with them (Q3),

though almost half (14; 45%) noted that they might not always

be able to find it when it was needed (Q2).

G. Open-Response Questions

To conclude the study, participants were asked three

open-ended questions. We used these written responses to

generate unique codebooks for each question through inductive

analysis. Then, two researchers independently coded responses

using the appropriate codebooks. We calculated Cohen’s kappa

for each of the nine codes to measure the inter-rater reliability.

These kappa values had a mean of 0.848 and median of 0.832

with a range from 0.592 to 1.000. Differences were reconciled

by the coders and the final results are described below.

(1) What did you like about the experience of setting up the
YubiKey? About a quarter of the participants (7; 22%) were

enthusiastic about the security of 2FA and security keys in

particular:

A14: “I liked learning about a product I was unaware
of. It seems like a good idea to implement into
accounts that have extremely sensitive information.
I would like to see them around more if they were
easier to use.”

Four participants (4; 12%) also emphasized that while the

initial setup was difficult, it was easy to use after that:

A11: “I liked how this could easily protect me and
was very simple and easy to use after I got everything
set up. I thought the design was very practical. I also
could easily see a great advantage for a company to
use this type of system.”
A20: “I liked that even though it took several steps to
set up the YubiKey, the process of using the YubiKey
afterwards was very simple.”

Additionally, eight participants (8; 25%) felt that the

instructions and documentation they found were mostly good

and easy-to-follow. Finally, two participants (2; 6%) indicated

that there was nothing positive about their experience.

(2) What would you improve about the experience of setting
up the YubiKey? Two-thirds of the participants (23; 74%)

requested improved setup instructions and documentation. Of

those, twelve (12; 38%) indicated that the instructions could be

improved in clarity and brevity, with five (5; 16%) suggesting

that the instructions could be improved through the addition

of video tutorials. Finally, six participants (6; 19%) noted that

the links and instructions they had found were out-of-date and

that they should be updated.

(3) How does a YubiKey make an account safer? All but

one participant (30; 96%) demonstrated a basic understanding

that the YubiKey made their account safer:

A11: “It requires both a password and a physical
key to get into an account. Someone could hack your
basic password but without the key they still wouldn’t
be able to get in.”
A21: “A YubiKey is an extra layer of protection
that cannot be accessed via hacking because it is an
external device that generates a unique code each
time you log in.”

VI. MEASURING DAY-TO-DAY

USABILITY—METHODOLOGY

While the laboratory study identified clear problems with

setting up a U2F security key, it was insufficient to explore

the usability of security keys in day-to-day use. To better

explore the daily usability of security keys, we conducted an

IRB-approved longitudinal study tasking participants with using

a YubiKey to authenticate to their personal Google, Facebook

and Windows 10 accounts.

A. Study Design

The longitudinal study ran over the course of two

months—beginning July 12, 2017, and ending September 6,

2017. Participation involved a four-week commitment to use a

YubiKey with the participant’s personal Google, Facebook, and

Windows 10 accounts and ended with a post-study interview.

In total, 25 participants completed the study and were each

compensated $75 USD.10

Each study began with an in-person meeting between the

study coordinator and the participant. During this meeting, the

study coordinator explained what a YubiKey was and how they

would be using it over the next four weeks. Participants were

assigned to use either a YubiKey NEO or a YubiKey Nano

(see Figure 1) to use for the duration of the study. The NEO

is physically identical to the YubiKey 4 used in the first study

and the Nano is thumbnail sized.11 Eleven participants (11;

44%) used the YubiKey NEO and fourteen (14; 56%) used

the YubiKey Nano. Participants used the same device for the

entire study and every participant returned the YubiKey.

After selecting a YubiKey form factor, the study coordinator

helped participants to configure it with their Google, Facebook,

and Windows 10 accounts (using YubiKey for Windows Hello).

In five cases, the study coordinator was unable to set up

YubiKey for Windows Hello on the participant’s machine. These

participants completed the study using the YubiKey for only

their Google and Facebook accounts.

After setting up the participants’ YubiKey, the study

coordinator walked participants through using the YubiKey

to authenticate to each account and confirmed that participants

understood how to use the YubiKey. We were not testing

authentication on mobile devices and coordinators helped

participants learn to authenticate via SMS on their smartphones.

Participants were then given an authentication journal and

10Participants were free to withdraw from the study at any time and receive
prorated compensation, though no participant choose to withdraw.

11The difference between the YubiKey 4 and the NEO is the image on the
button and the fact that the NEO can also communicate via NFC.
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instructed to write down notable experiences they had while

using the YubiKey [18]. Unlike Hayashi and Hong’s [29]

password study, we did not request that participants record

every login attempt in their journal. At this point, participants

were free to leave and begin using the YubiKey.

At the completion of the four-week study, participants

returned for a semi-structured post-study exit interview. In the

interview, participants were asked to share their experiences

using the YubiKey, both positive and negative. The study

coordinator conducting the interviews referenced the journals to

guide his discussion of their experiences. They were also asked

how they thought the support for security keys and the YubiKey

itself could be improved. During this exit interview, participants

also provided demographic information and completed the

SUS questionnaire. Finally, the coordinator helped participants

remove YubiKey-based authentication from each account and

collected the YubiKeys.

B. Data Analysis

Similar to the approach used by Egelman et al. [22], we

conducted an inductive analysis of the final interviews. Two

researchers independently listened to audio recordings of each

interview and took detailed notes. We then identified the most

salient themes and compiled a codebook of 26 codes based on

these themes.

Three researchers then independently listened to the audio

recording of each interview and coded the interview. We

used Fleiss’ kappa scores to measure the inter-rater reliability

between the three coders. Kappa values ranged from 0.56 to

1 with a mean of 0.70 and a median of 0.68.12 This mean

falls into the category of ”substantial agreement” as described

by Landis and Koch [30]. The three coders addressed coding

discrepancies by majority vote and by consulting the audio

recordings for clarification. Our results are based on these

reconciled codes.

C. Participant Safety

Because participants were using their personal accounts,

we took significant precautions to minimize potential harm

to participants. Our IRB provided external validation that our

efforts to protect our participants were sufficient and complete.

First, participants were given a sealed set of instructions

detailing how to disable the YubiKey from their accounts

should they want to exit the study early. Second, we enabled

both the SMS and backup codes 2FA options for Google

and Facebook so participants could access their account if the

YubiKey was not functioning or unavailable. Third, participants

were provided with a phone number that they could call at any

time to receive technical support. Fourth, all participants were

given the telephone numbers of several study coordinators

in case they required emergency assistance to access their

accounts.

Finally, to minimize harm in Windows 10 we required

that participants use YubiKey for Windows Hello. While the

12We dropped six results where the kappa score was low (<0.5).

two-factor authentication of the Windows Logon Authorization
Tool would have been preferable and had even been approved

by our IRB, we decided to amend our protocol for two reasons.

First, the Windows Logon Authorization Tool requires that users

unlink their Windows account from their Microsoft account.

This had an unacceptable risk of causing harm to users by

disrupting Windows features and applications that relied on a

linked Microsoft account—for example, automatic file backup

using OneDrive. Second, the Windows Logon Authorization
Tool allows users to permanently lock themselves out of their

computer if configured incorrectly, which was deemed to be too

risky for the study. Additionally, YubiKey for Windows Hello
allowed users to continue using their password as a backup

means to authenticate to their device in case the YubiKey was

not functioning or unavailable.

Although backup authentication modes were available for

all accounts, participants were instructed to use the YubiKey

to authenticate whenever possible.

D. Recruitment

We recruited 25 participants using posters (available in the

appendix) on the Brigham Young University campus. We

specified that participants, referred to hereafter as B1–B25,

must have Google and Facebook accounts and own a Windows

10 laptop.

E. Demographics

Participants in our second study skewed slightly male: male

(14; 56%), female (11; 44%). All participants were young

adult: 18–25 years (21; 84%), 26–35 years (4; 16%). Four-fifths

of the participants had completed some college but did not

yet have a degree: some college with no degree (20; 80%),

bachelor degree (2; 8%), post-graduate degree (3; 12%). Most

participants reported having an intermediate level of computer

expertise: beginner (1; 4%), intermediate (17; 68%), advanced

(7; 28%).

F. Limitations

The study population was drawn from a college campus, so

the results are not generalizable. Future research could replicate

this study with different populations to gain additional insights

into the usability of security keys in day-to-day usage.

Windows 10 authentication using the YubiKey was only

single-factor authentication. While this was necessary to

minimize harm to participants, future work needs to be done

to better explore the usability of security keys for day-to-day

authentication to the operating system.

VII. MEASURING DAY-TO-DAY USABILITY—RESULTS

During the study, only two participants phoned study

coordinators requesting assistance. In the first case, the

participant asked how to use the YubiKey to log into Gmail on

their phone. As we were not exploring this interaction in this

study, the study coordinator told the participant how to log into

Gmail using the backup 2FA options. In the second case, the

participant reported that the YubiKey no longer worked with

880



Windows 10. The study coordinators were unable to solve this

problem; this participant was instructed to continue using the

YubiKey with only their Google and Facebook accounts.

During the study, participants encountered a variety of errors

when attempting to authenticate using the YubiKey. Rarely,

users were unable to authenticate to Google or Facebook with

the YubiKey, even though they were using it correctly. However,

these problems were quickly resolved by refreshing the page,

reinserting the YubiKey, or restarting the browser. In contrast,

nearly every user reported having a problem at some point using

the YubiKey to log into Windows 10, with many reporting that

the problems occurred frequently. In these cases, participants

would temporarily use their PIN or restart their computers to

regain access to their accounts.

In this section, we first report the SUS scores for YubiKey in

this study. The remainder of the section reports on observations

and comments made by participants in the exit interview.

A. SUS

Eleven participants (11; 44%) rated the YubiKey NEO and

gave it a mean SUS score of 76.4 with a standard deviation of

15.7. Fourteen participants (14; 56%) rated the YubiKey Nano

and gave it a mean SUS score of 71.9 with a standard deviation

of 9.6. In total, YubiKey received a mean SUS score of 73.9

with a standard deviation of 12.5 in this second study. Based

on comparisons to other systems and contextual descriptions

provided by Bangor et al. and Sauro et al. [25], [26], [27],

[28] (see Figure 8), this SUS score is considered “acceptable,”

and receives a B grade.

B. Trade-offs Between Security and Convenience

Five participants (5; 20%) mentioned that they had previously

been warned about unauthorized attempts to access their Google

or Facebook accounts, or had known someone whose account

had been compromised. These participants were confident that

adding 2FA to their accounts would secure them against future

attacks:

B11: “The best part was just the extra security that
it offered in addition to my password; I have had
people try to hack into [my Google] account.”
B18: “I’ve known a lot of people that have had
their accounts hacked; it is so much more hard to do
that with [the YubiKey] because you have a physical
copy of something.”

In contrast to the YubiKey experience with Google

and Facebook, YubiKey for Windows Hello increased the

convenience of authentication but reduced its security—as long

as the participant’s YubiKey was plugged into their device,

users would not need to do anything to access their Windows

10 account. While this affects the YubiKey NEO experience,

it was much more pronounced for the YubiKey Nano, which

is intended to be left in the machine. This essentially removed

any protection against an attacker who gained physical access

to the machine. Three participants (3; 12%) noted that this was

a significant concern:

B10: “[It was] kind of a double-edged sword: I liked
having my computer open up and just log me in, but
that meant if anyone got my computer it was much
less safe because it would just login.”

C. Desire to Continue Using the YubiKey

Fourteen participants (14; 56%) indicated that they would

like to continue using a YubiKey for 2FA. Of these, six (6;

24%) inquired about purchasing a YubiKey:

B19: “Where do you get [the YubiKeys]? . . . I loved
them, it was really cool using them.”
B12: “I actually mentioned it to my wife and said,

‘You need to get one of these, and if they’re cheap,
we should make them a Christmas present and get
them for lots of people.’ I think it is a good added
security, especially for Google, bank accounts, big
profile things that you want to make sure you’ve got
a second-factor security on it.”

D. No Need to Further Protect Their Accounts

Of the ten participants (10; 40%) who indicated that they

did not want to continue using the YubiKey, six (6; 24%)

commented that they did not have any accounts that needed

the extra protections provided by 2FA. These participants felt

that either their accounts were of such low value that they

would not be the target of an attacker or that even if their

accounts were compromised, there was nothing of value to

be lost. However, all six participants did mention that they

would consider using a YubiKey in the future if they eventually

became responsible for more sensitive information.

B14: “If I am carrying some top secret or high
security stuff, I would like to have that sense of
protection. But, at this point as a student, maybe not.
They can steal my essays, whatever.”
B25: “If I had more confidential things, then I would
use it. At this point I wouldn’t because of the added
steps and the little bit of added complexity to just
check an email that wasn’t confidential.”

E. Sharing Accounts Between Users

One unexpected use case that was brought up by three

participants (3; 12%) was the use of account sharing, generally

with a spouse. This proved difficult as only the user that

currently had possession of the device was able to access these

accounts. If the other user needed access to the account, they

would have to borrow the YubiKey or use one of the backup

2FA schemes:

B2: “Let’s say my wife needed to grab something
from my email—she would try to login from her
computer, but she couldn’t. I know there are
workarounds, like the codes you print out at the
beginning . . . or maybe having two [YubiKeys].”

The need to share accounts also led to some surprising

interactions when needing to obtain the YubiKey from the

other party:
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B19: “The only time I had a problem was when my
wife was driving and I needed to login to something,
and [the YubiKey] was on the keys in the ignition.
But I was able to slip it off the key ring and use it.”

F. The YubiKey Would Occasionally Insert Gibberish Text

Six participants (6; 24%) reported that when the YubiKey

was plugged into their devices, random text would occasionally

appear in the application they were using. Sometimes the

application would also perform an operation on the random

text—for example, Chrome performing a Google search for

gibberish text. This problem was caused by users accidentally

touching the YubiKey’s button while using their computer,

prompting the YubiKey to provide an authentication token. As

the YubiKey communicates to the computer using the USB

Keyboard interface, this authentication token would appear as

a random-looking string of text followed by a carriage return.

Most participants recognized that this behavior was caused

by the YubiKey, but still found it to be annoying:

B16: “I would accidentally touch [the YubiKey] and
it would enter a string of numbers and letters . . . the
first few times I didn’t realize that it was the key.”
B1: “If you . . . just leave this plugged in and you
accidentally tap the gold button on the side, it just
spits out this string of numbers and then presses
enter. So, if you have YouTube open, it unpauses
your video; if you have Chrome open in a new tab,
then it will spit out that string of numbers and then
Google it.”

G. The YubiKey Nano Was Not Sufficiently Portable

Participants assigned the YubiKey Nano reported issues

related to its small size. The YubiKey Nano is designed to

be small enough to plug into a USB port and keep it there

permanently (see Figure 1). Unfortunately, this did not match

the participants’ needs, as they often needed to use the YubiKey

with multiple devices—for example, logging into their personal

email account at work—forcing them to unplug the YubiKey

Nano and carry it around with them.

Eight of 14 participants with the Nano reported that it was

not sufficiently portable:

B23: “It’s very small, which made it very hard to
carry around. I would carry it around in a little
container because I was unsure if I could put it on
my keys or something like that. I wish it was a little
bit bigger.”
B16: “If there was a version that was a tiny smidge
bigger, it could have a little hole into where you
could put it on your key ring.”

Three of the Nano participants were also reluctant to devote

one of their limited number of USB ports on their laptop

entirely to the YubiKey Nano:

B16: “It was a pain having it occupying space in
one of my USB ports since I don’t have many. It’s
just real estate that is wasted.”

Getting the YubiKey Nano out of the computer could also be

very difficult, with one participant needing to use needle-nose

pliers to extract the YubiKey Nano.

H. Participants Were Worried About Device Loss

While three participants (3; 12%) did temporarily misplace

the YubiKey, no participant permanently lost it. Still, eight of

the participants (8; 32%) indicated that they were worried that

they would lose the YubiKey:

B15: “There was the potential that I might lose
it—there is a small little tiny hole on the end of it,
but there wasnt anything I could connect easily to my
keychain . . . I was constantly worried about losing
it.”

Backup authentication schemes conveniently fill this void.

Five participants (5; 20%) told us they would like another

YubiKey for sharing or backup. Other backup schemes are

usually less secure than the primary authentication using a

security key (e.g., SMS). The result is a quandary where the

most secure backup schemes are often unavailable, and the

most available schemes are less secure. This is a problem that

requires more research.

I. Comparison to Other Forms of 2FA

Thirteen participants (13; 52%) explicitly stated that they

preferred using the YubiKey to other forms of 2FA:

B11: “I prefer having the YubiKey because I don’t
have to worry about typing in a number, I can just
press it really quick.”
B18: “The YubiKey is just easier to use. You can’t
always get to your phone, or [you] have to wait and
type to type something in.”
B8: “It was faster than SMS two-factor
authentication, more convenient because when you
get a string of numbers . . . then you have to input
that and could get it wrong. [The YubiKey] was just
faster, I would prefer this over SMS.”

Four participants (4; 16%) told us they preferred other forms

of 2FA to YubiKeys.

J. Security Keys on Mobile

All participants but one used other 2FA methods to

authenticate themselves on their phones. One participant (1;

4%) discovered that the YubiKey NEO supported authentication

over NFC and was very positive about this experience:

B15: “I think I might get the YubiKey that comes
with NFC capabilities, because I like the potential
of using that with my phone as well. Being able to
use that to get into apps like LastPass really appeals
to me too.”

VIII. DISCUSSION

After conducting both studies and analyzing the results,

several issues stood out. This section discusses these issues

in greater depth and serves as the background for the

recommendations we make in the next section.
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A. Usability Differences Between Setup and Day-to-Day Usage

Our work differs from prior work in that we studied the

setup and day-to-day usage phases of 2FA in separate studies.

In our results, we found that participants’ experiences for

each phase were drastically different. Our laboratory study

revealed significant impediments with the setup process, and

participants generally viewed the usability of the YubiKey

poorly. In contrast, in the longitudinal study, the majority of

the participants were quite pleased with their experience, rating

YubiKey’s usability very highly.

The results show that it is possible to have a system that is

highly unusable during setup, but highly usable in day-to-day

use. Research that only examined the setup phase would dismiss

security keys as wholly unusable, whereas research focusing on

the day-to-day usage phase would be overly optimistic about

security keys’ usability. Only by examining both phases is it

possible to get a holistic view.

Additionally, while it is possible to study both phases in

a single study, we caution against doing so. It would be

difficult to design a study that ensures the setup experience does

not confound usability results regarding day-to-day usability,

especially if the two usability experiences are as diametrically

opposed as they were in our study. While studies should

eventually consider the interaction of these two phases, such

studies are best performed after building a firm understanding

of each phase in isolation.

B. Need for an Improved Setup Process

Our laboratory study revealed a multitude of issues with

the setup process for security keys. Comparing the different

success rates, it is clear that Google’s setup experience was

superior to either Facebook’s setup or Yubico’s Windows 10

software. We believe that this largely arises from the fact that

Google used a wizard that walked users through enabling 2FA

and setting up their security keys. In contrast, Facebook’s

wizard only helped users set up their security key, but did not

help them enable 2FA on their accounts. YubiKey’s Windows

software provided no wizards, instead requiring users to read

17 pages of dense technical documentation. The participants

that struggled to complete the setup tasks due to inadequate

instructions illustrate Norman’s Gulf of Execution [31]. As

prior research has shown [32], wizards are more effective than

written documentation at helping users complete otherwise

complicated tasks. In line with this, our results suggest that

a wizard is essential for guiding users through all phases of

enabling 2FA and their security keys.

We also noticed that after setting up the YubiKey, many

users immediately tried to authenticate with it. This served

two purposes: to confirm to the user that they had successfully

set up the YubiKey and to familiarize themselves with the

new authentication experience. Unfortunately, none of the

services included this component of setup in their wizard

or documentation. Testing out the YubiKey was made more

difficult by the fact that Google and Facebook would remember

the device after the first authentication attempt, preventing

users from authenticating with the YubiKey. The disconnect

between activating a security key and not being able to

immediately experience how it works illustrates Norman’s Gulf

of Evaluation [31]. In all cases, users would have benefited

from a mechanism for testing out the YubiKey after they had

finished registering it with the system.

Finally, we note that while it would be beneficial if individual

service providers improved their setup experience, it would still

leave an overall fragmented experience for users. Instead, users

would be well-served by a standardized setup procedure that

would substantially ease the burden of setting up a YubiKey

with multiple services.

C. Account Sharing

The longitudinal study revealed that users occasionally share

their accounts between multiple individuals—for example,

spouses might have a shared Gmail account. This caused

difficulty for participants in our study as it required them to

trade off possession of the security key, preventing participants

from accessing services if they had lent the security key

to the other account owner. Also, while not studied in the

paper, we note that disabled and elderly users often have

especially critical needs to allow others to assist them with

their computing tasks [33]. Enabling 2FA on their accounts

is especially problematic when this assistance is provided

remotely, preventing them from manually sharing a 2FA device.

A simple solution to these problems is to allow for more

than one 2FA device to be registered with an account. Research

could also explore alternative options for supporting account

sharing—for example, using 2FA for remote authorization

instead of authentication.

D. Native OS Support for U2F Security Keys

The U2F protocol is not natively supported by any operating

system. Operating systems do allow security keys to function as

traditional hardware tokens (i.e., smart cards), but this removes

the benefits obtained by requiring that the user be present to

tap the security key’s button before it authenticates. In this

mode, if the security key is left attached to the host device,

as is the intended use case for the YubiKey Nano, a remote

attacker will be able to attack the device as if it did not support

2FA at all. This is an unfortunate limitation, as these problems

are well known [21], and U2F was designed to address them.

While Yubico did provide several software solutions for

enabling a YubiKey to work with Windows 10, there were

several limitations. First, it was easy for users to lock

themselves out of their accounts accidentally. Second, it was

difficult to configure correctly to attain U2F functionality. Third,

in some configurations a YubiKey could only be used to log in

at session resumption, not initial account log in. While these

problems may be addressable through software patches, the

preferred solution is for operating systems to fully implement

the U2F protocol, maximizing the chance that users would

have a consistent, usable experience.
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IX. RECOMMENDATIONS

Based on the results of the user studies and our observations,

we emphasize the following recommendations for improving

U2F security keys and 2FA in general:13

(1) Study setup and day-to-day usability separately.
Research into 2FA should analyze setup and day-to-day

usability separately, ideally exploring them in separate

studies.

(2) Standardize the setup process. The setup process for

security keys, and 2FA in general, should be standardized

across services, providing a uniform experience for users.

This setup process should include wizards that provide

active guidance to users.

(3) Include clear indicators of success. There should be an

easy way to verify that setup was successful. Users must

have clear and correct indicators of success, or direct

access to a trial run of the authentication process.

(4) Consider shared accounts. Users need to share account

access—for example, with a spouse—and 2FA systems

need to support this use case. At a minimum, this means

that all services need to allow users to register more than

one 2FA device.

(5) Integrate with operating systems. Major operating

systems should begin to provide native support for security

keys. To prevent unexpected text input, the key should

only activate in an authentication context.

(6) Prevent lockouts. Users must be made aware of, and be

able to revert, failed security key setup. The Windows
Logon Authorization Tool should be updated to prevent

account lockouts, and YubiKey for Windows Hello should

be modified to allow proper U2F-style authentication.

X. CONCLUSION

To explore the usability of U2F security keys for

non-enterprise users, we conducted a laboratory and

longitudinal study of the YubiKey, a popular line of security

keys. Our laboratory study revealed significant impediments to

correctly setting up a YubiKey, resulting in it being perceived

as unusable. In contrast, the longitudinal study examined the

day-to-day usability of a YubiKey, revealing that users find it

highly usable. The vastly different usability results underscore

the utility and importance of separately analyzing both the

setup and day-to-day use of 2FA schemes.

During the laboratory study, many participants struggled to

set up a YubiKey for Windows 10 and Facebook. In contrast,

participants were much more successful setting up a YubiKey

for the Google account. The higher Google success rates are

evidence that the setup phase can be improved.

Participants in the longitudinal study were much more

positive about the YubiKey, suggesting that if the initial

usability hurdle for the setup phase could be overcome,

YubiKeys could be a viable 2FA option for non-enterprise

users. Additionally, we found that a majority of our longitudinal

participants preferred U2F-based 2FA to other forms of 2FA.

13Prior to submission, we made these results available to Yubico.

Our qualitative data analysis revealed important usability issues

encountered by the participants and served as a basis for our

recommendations.
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XII. APPENDIX

A. Recruiting Posters

The recruiting posters for the two YubiKey studies are shown

in Figures 6 and 7.

B. SUS Interpretation

An adjective-based rating scale used for interpreting System

Usability Scale (SUS) scores is shown in Figure 8.

C. Laboratory Study Survey

In the following survey, the word system refers to the
YubiKey you used. All questions must be answered. If you
feel you cannot answer one of the items, mark the center of
the scale. Please record your initial reaction after carefully
reading each question.
Strongly Disagree; Disagree; Neither Agree nor Disagree;
Agree; Strongly Agree
(1) I think that I would like to use this system frequently.

(2) I found the system unnecessarily complex.
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Fig. 6. Recruitment poster used to find participants for the laboratory study

(3) I thought the system was easy to use.

(4) I think that I would need the support of a technical person

to be able to use this system.

(5) I found the various functions in this system were well

integrated.

(6) I thought there was too much inconsistency in this system.

(7) I would imagine that most people would learn to use this

system very quickly.

(8) I found the system very cumbersome to use.

(9) I felt very confident using the system.

(10) I needed to learn a lot of things before I could get going

with this system.

Answer the following:
Strongly Disagree; Disagree; Neither Agree nor Disagree;
Agree; Strongly Agree
(1) I would like to keep using a YubiKey.

(2) I would not always be able to find my YubiKey when I

needed to log in.

(3) I could easily keep YubiKey around me to use whenever

I log into all my accounts.

(4) Using the YubiKey got easier to use by the second or

third time I set it up.

(5) It would be worth the extra work to use the YubiKey to

protect my personal accounts.
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Fig. 7. Recruitment poster used to find participants for the longitudinal study

(6) I would rather get a code texted to my phone than use a

YubiKey.

Have you ever used a 2-step login (a.k.a. 2-factor authentication)

system before?

Yes, but I stopped using it; Yes, and I still do; No; I do not know

What did you like about the experience of setting up the

YubiKey?

Free response

What would you improve about the experience of setting up

the YubiKey?

Free response

How does a YubiKey make an account safer?

Free response

The last 4 questions are demographic information to help
us learn about our participants’ backgrounds.

Choose the range that includes your age.

18–25; 26–35; 36–45; 46–55; 56+

How would you describe your computer skills?

Beginner; Intermediate; Advanced

What is the highest level of education you have completed?

Some high school; High school diploma or equivalent; Some
college, no degree; Associate’s Degree; Bachelor’s Degree;
Post-Graduate Degree

What is your gender?

Male; Female

D. Laboratory Study Coordinator Instructions

(1) Invite the participant in. Leave the door to the room open.

Give the participant the consent form and audio release

to review and sign.

(2) Give participant the YubiKey 4 in its original packaging.

(3) Read the following paragraph to the participant:

During the course of this study, you will be using a security

tool called a YubiKey. It is in this shipping envelope.

Please, use the next five minutes to learn more about the

YubiKey using the Internet.

(4) After five minutes, stop the participant and read the

following 2 paragraphs:

If you have questions during the study, please ask them;

however we may not be able to answer them in order to

maintain the integrity of the study. Please comment on

things you find easy to use and things you find hard to

use. Let me know when you finish each of the three tasks.

I may ask you to skip to the next section to make sure

there is time to complete all the tasks.

During this study, we ask you to use the accounts provided

on the worksheet, not your own personal accounts. Also

use our phone numbers. Ask us if you have questions.

(5) Give them their instruction sheet and indicate which order

to do the tasks as you write it down in your study notes.

(6) After 15 minutes on each task, cut them off. Thank them

and ask them to please go on to the next task. Do not

convey that they are incapable, but rather that our limited

time requires that we move on. If you are short on time,

divide the time evenly so they have 5-10 minutes at the end

of the hour to fill out the survey and get the compensation

form.

(7) Note how long each task took, mistakes made, and whether

you cut them off.

(8) After all three tasks have ended, send them to the link to

the Qualtrics survey.

E. Laboratory Study Instructions to Participants

Please complete the three parts of the study in the order
written below by your study coordinator. You will have 15

minutes to complete each task. You may find the task easy

or hard. Please keep the good and the bad experiences you

have in your mind so you can tell us about them in the final

questionnaire. The study coordinator is not allowed to help

you during these tasks.
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Fig. 8. Adjective-based ratings to help interpret SUS scores

First, do part [B; ordering changed per participant]

Second, do part [A; ordering changed per participant]

Last, do part [C; ordering changed per participant]

(A) Set up the YubiKey to be part of the login process for

the following account at facebook.com. You can use the

Internet to help you complete this task. When you are

finished, let the study coordinator know you are ready to

continue.

(a) Username: [Facebook username]

(b) Password: [Facebook password]

(B) Set up the YubiKey to be part of the login process for the

following account at gmail.com. You can use the Internet

to help you complete this task. When you are finished,

let the study coordinator know you are ready to continue.

(a) Username: [Google username]

(b) Password: [Google password]

(C) Set up the YubiKey to be part of the login process on this

computer for Windows 10. You can use the Internet to

help you complete this task. When you are finished, let

the study coordinator know you are ready to continue.

(a) Username: [Windows username]

(b) Password: [Windows password]

F. Longitudinal Study Survey

In the following survey, the word system refers to the
YubiKey you used. All questions must be answered. If you
feel you cannot answer one of the items, mark the center of
the scale. Please record your initial reaction after carefully
reading each question.
Strongly Disagree; Disagree; Neither Agree nor Disagree;
Agree; Strongly Agree

(1) I think that I would like to use this system frequently.

(2) I found the system unnecessarily complex.

(3) I thought the system was easy to use.

(4) I think that I would need the support of a technical person

to be able to use this system.

(5) I found the various functions in this system were well

integrated.

(6) I thought there was too much inconsistency in this system.

(7) I would imagine that most people would learn to use this

system very quickly.

(8) I found the system very cumbersome to use.

(9) I felt very confident using the system.

(10) I needed to learn a lot of things before I could get going

with this system.

The last 4 questions are demographic information to help
us learn about our participants’ backgrounds.

Choose the range that includes your age.

18-25; 26-35; 36-45; 46-55; 56+

How would you describe your computer skills?

Beginner; Intermediate; Advanced

What is the highest level of education you have completed?

Some high school; High school diploma or equivalent; Some
college, no degree; Associate’s Degree; Bachelor’s Degree;
Post-Graduate Degree

What is your gender?

Male; Female

G. Longitudinal Study Coordinator Instructions

(1) Welcome participant. Give them the consent form to sign.

(2) Verbally explain what will happen.

(3) Have participant choose a time for their final interview.

(4) Setup 2FA with Google (let them choose an authenticator

app or text). Demo login in an incognito window and on

a mobile device. Print backup codes.

(5) Setup 2FA with Facebook (let them choose an

authenticator app or text). Demo login in an incognito

window and on a mobile device. Print backup codes.

(6) Setup YubiKey with Windows Hello (do not learn their

PIN). Demo login process.

(7) Warn them that changing settings could lock them out.

They do so at their own risk.

(8) Explain the expectation and purpose of the Authentication

Journal.

(9) Give them the packet of instructions explaining how

remove the YubiKey from their systems and account, the

backup codes, and Authentication Journal.

H. Longitudinal Study Final Interview Guide

(1) What was the best part of using the YubiKey with a

Google account?

(2) What would you improve about the user-friendliness of

using the YubiKey with a Google account?
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Fig. 9. Participant SUS scores for the laboratory and longitudinal studies

(3) What was the best part of using the YubiKey with a

Facebook account?

(4) What would you improve about the user-friendliness of

using the YubiKey with a Facebook account?

(5) What was the best part of using the YubiKey with a

Windows 10 account?

(6) What would you improve about the user-friendliness of

using the YubiKey with a Windows 10 account?

(7) What do you think are the benefits of using the YubiKey?

(8) What do you think are the problems caused by the

YubiKey?

(9) How easy was it to have your YubiKey with you whenever

you needed it?

(10) Did you ever get around having to use your YubiKey? If

so, what were the circumstances?

(11) Please tell me why you would either like to use or not

like to use a YubiKey as part of your everyday life.

I. SUS Scores

A violin plot of the SUS scores in the laboratory and

longitudinal study is given in Figure 9.
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